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Abstract— Policy search methods in reinforcement learning
have demonstrated success in scaling up to larger problems
beyond toy examples. However, deploying these methods on real
robots remains challenging due to the large sample complexity
required during learning and their vulnerability to malicious
intervention. We introduce Adversarially Robust Policy Learning (ARPL), an algorithm that leverages active computation
of physically-plausible adversarial examples during training
to enable robust policy learning in the source domain and
robust performance under both random and adversarial input
perturbations. We evaluate ARPL on four continuous control
tasks and show superior resilience to changes in physical
environment dynamics parameters and environment state as
compared to state-of-the-art robust policy learning methods.
Code, data, and additional experimental results are available
at: stanfordvl.github.io/ARPL

I. I NTRODUCTION
Renewed research focus on policy learning methods in
reinforcement learning have enabled autonomy in many
problems considered difficult until recently, such as video
games with visual input [24], the deterministic tree search
problem in Go [33], robotic manipulation skills [19], and
locomotion tasks [20].
Imagine an autonomous robot making a delivery. Although
an all-out malicious attack can take down the robot, the robot
might also be vulnerable to more subtle adversarial attacks.
For example, a smart attacker could create a man-in-themiddle style attack. They could make a small, imperceptible
change to the policy to get the parcel delivered to himself.
While this is a hypothetical scenario, with increasingly
pervasive autonomy in both personal and public spaces, it is
a real threat.
As we move towards deploying learned controllers on
physical systems around us, robust performance is not only
a desired property but also a design requirement to ensure
the safety of both users and the system itself. Research has
shown that a spectrum of machine learning models, including
RL algorithms, are vulnerable to malicious attacks [2, 3, 5,
15]. Recent works have studied the existence of adversarial
examples [10, 28, 34]; and showed that such instances are not
only easy to construct but are also effective against different
machine learning models trained for the same task.
While successful, policy search algorithms, such as variants
of Q-Learning [24] and Policy Gradient methods [20, 32], are
highly data intensive due to the large amount of experience
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Fig. 1: A walker-2d agent trained on a fixed set of parameters
would be sensitive to noises in dynamics, process, and observation.
We propose a robust training method, ARPL, based on adversarial
examples to enhance the robustness of our agent against uncertainty.

needed to train the agent. Furthermore, complex non-linear
function approximators such as deep neural networks can
worsen the data dependence. Hence, a naïve approach that
utilizes joint training over an ensemble of domains to achieve
robustness can quickly become intractable.
Moreover, model-free algorithms require black-box access
to a simulator for training. This is often a limitation of
policy learning for physical systems. A natural solution to this
problem is to train on a source simulator that resembles the
target domain with a bounded model mismatch. Although this
is a reasonable approach, systematic discrepancies between
the source and the target models can result in controller
instability. When the target domain is a complex dynamical
system, policy learning methods that use gradient descent
based optimization procedures often yield marginally stable
solutions that are not robust to modeling errors and may fail
on a target with a minor model mismatch.
This paper is a step towards addressing the problem of
adversarial attacks against autonomous agents in physical
domains and the problem of model mismatch when training
policies in a simulated domain but deploying the learned
policies in a physical target domain. The key intuition of
this study is that – adversarial examples can be used to
actively choose perturbations during training in the source
domain. This procedure exhibits robustness to both modeling
errors and adversarial perturbations on the target domain. In
particular, we explore training in simulated continuous control

