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How would Paul verify? What even is the definition of 
training set inclusion—or train set "membership"—for text? 

• substring search (Ctrl-F)? → n-gram overlap  

• what about paraphrasing? casing errors? translations to Chinese? or 
any other transformations that preserve semantics? 

• smarter substring search (e.g. MinHash/LSH)? → still n-gram overlap 

• embedding similarity? → too expensive (trillions of tokens) 



Training set membership underpins… 
Policies for data transparency



Training set membership underpins… 
Data contamination 



Training set membership underpins… 
Data deduplication & memorization analysis



How we define training set membership  
matters a lot in practice 

And the definition should match the 
downstream consequences we care about

For language models, we care a lot about 
model generations (privacy, evals, copyright…)
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Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

siders 50-character substring overlap (Achiam et al., 2023)
and Llama-3 considers 8-gram token overlap (Dubey et al.,
2024). For training data deduplication (Lee et al., 2021;
Kandpal et al., 2022; Mou, 2023), duplicates are identified
based on training data membership. Recent methods use
suffix arrays for exact substring matches (Lee et al., 2021)
and MinHash or locality sensitive hashing for approximate
matches (Broder, 1997; Mou, 2023); both build on n-gram
overlap. The prevalent use of n-gram based definitions re-
flects a practical balance between accuracy and simplicity.
A key focus of our work is to highlight the limitations of
these n-gram based definitions.

Tests for data membership. Unlike membership defini-
tions, which define the ground-truth, membership tests aim
to detect if a data sample was in a dataset. There are many
model-level membership tests in the literature that predict
membership of text to a training dataset with only access
to a trained model, and not the training dataset. Our work
focuses on model-level membership tests because they are
more relevant to the downstream uses of membership in
LLMs, e.g., in privacy, copyright, and safety (see §1).

Membership inference attacks (MIA) (Shokri et al., 2017)
are widely studied, especially in computer vision (Yeom
et al., 2018; Salem et al., 2018; Sablayrolles et al., 2019;
Choquette-Choo et al., 2021; Carlini et al., 2022a; Jagielski
et al., 2024) and more recently example-level membership
inference for LLMs (Zarifzadeh et al., 2023; Shi et al., 2023;
Mattern et al., 2023; Li et al., 2023). Despite these attempts,
progress is hindered by flawed evaluations (Meeus et al.,
2024; Zhang et al., 2024b): Duan et al. (2024) argue that
membership can be inherently blurry for natural language,
Das et al. (2024) report that existing MIA testbeds suffer
from distribution shifts, and Kong et al. (2023) refute MIAs
using a gradient-space attack. Our work situates in this
body of work by studying systematic failure modes of oper-
ationalizing membership through definitions and tests, and
the consequences when these definitions and tests mismatch.

Dataset-level MIAs enhance membership signals by leverag-
ing multiple correlated samples as inputs (Maini et al., 2021;
Kandpal et al., 2023; Maini et al., 2024). These are closely
related to contamination tests (Golchin & Surdeanu, 2023;
Oren et al., 2023). Our work focuses on sequence-level data
membership tests based on data completion, because these
focus on scenarios where the LLM generates the text, which
presents novel concerns for privacy, copyright, and safety.

Data completion. There is a long body of work studying
generation of training data, in diffusion models (Somepalli
et al., 2023; Carlini et al., 2023) and in LLMs (Carlini et al.,
2019; Tirumala et al., 2022; Kudugunta et al., 2024; Bider-
man et al., 2024; Freeman et al., 2024). These works are
often studied from the perspective of studying memoriza-
tion, where the entity performing the model test has access

to the training dataset. In this line of literature, there exist
both verbatim definitions of memorization (Carlini et al.,
2022b) and approximate definitions (Ippolito et al., 2022).
When studied from a black-box perspective—without access
to the training dataset—they typically match completions
against known auxilliary databases as a surrogate confirma-
tion of membership (Carlini et al., 2021; Nasr et al., 2023).
Intuitively, if a model completes a long sequence x when
prompted with its prefix, it likely saw x during training be-
cause x has high entropy due to its length and vocabulary
size (Carlini et al., 2019; 2022b). Our work focuses only on
these completion tests as a black-box membership test.

3. Preliminaries
We now formalize the key definitions that underlie our exper-
iments. We focus on defining what it means for a sequence
to be a “member” of the training set of a language model,
and what constitutes “completing” a sequence as a means of
testing its membership. Precise definitions of these notions
anchor our study of the mismatch between them.

Modern language models operate on token sequences, which
are integer encodings of text strings via a byte-pair encoding
(BPE) tokenizer (Sennrich, 2015). We use x to denote a
token sequence (rather than its text form) with length |x|,
and n-grams(x) = {xi:i+n}|x|→n

i=1 to denote the set of n-
grams derived from x.

Definition of Data Membership. We anchor on a simple
and flexible membership definition for our experiments that
encapsulates many variants used in the literature:

Definition 3.1 (n-gram data membership). A sequence x is

a member of a dataset D = {x(i)}Ni=1 if x shares at least
one n-gram with any x(i) → D. That is, x is member if there

exists a g → n-grams(x) s.t. g →
⋃

i n-grams(x(i)).

This definition is stringent (e.g., approximate membership
typically requires many, not just one, n-gram to match).
This ensures we overestimate members and thus underesti-
mate non-members. This definition is also inclusive of the
those in the literature, as varying n captures a spectrum of
them. For example, setting n = |x| is the verbatim mem-
bership used in Carlini et al. (2022b). Smaller n captures
many approximate membership definitions, such as Min-
Hash (Broder, 1997; Lee et al., 2021), edit distance based
membership (Ippolito et al., 2022), and many other n-gram
variants cited in Section 2. In the remainder of the paper,
we call a sequence x an “n-gram member” if x satisfies
Def. 3.1, and otherwise a “n-gram non-member”.

Definition of Data Completion. Informally, we define a
completion as: when a token sequence is known a priori

and a language model generates its suffix when prompted
with its prefix. Formally, if x = [p↑s], then model generates
the expected suffix s of x based on the provided prefix p

3

very inclusive!  
overestimates & captures definitions in the literature
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A tale of two experiments: 

1. Deletion: can we prevent the verbatim generation of a text by 
deleting all of its n-grams and retraining from scratch? 

2. Addition: can we cause the verbatim generation of a text by 
training on texts with no n-gram overlap?



A tale of two experiments: 

1. Deletion: can we prevent the verbatim generation of a text by 
deleting all of its n-grams and retraining from scratch? 

2. Addition: can we cause the verbatim generation of a text by 
training on texts with no n-gram overlap?

→ No! Many deleted texts can still be completed verbatim

→ Yes! And it only takes a few gradient steps

"Language Models May Verbatim Complete Text They Were Not Explicitly Trained On."  
Ken Ziyu Liu, Christopher A. Choquette-Choo, Matthew Jagielski, Peter Kairouz, Sanmi Koyejo,  
Percy Liang, Nicolas Papernot. https://arxiv.org/abs/2503.17514. ICML 2025, Spotlight.

This talk: pitfalls of n-gram training set membership

https://arxiv.org/abs/2503.17514


Result #1:  
Removing n-gram members may not 

prevent LLM verbatim completion



Setup: just retrain from scratch!



055
056
057
058
059
060
061
062
063
064
065
066
067
068
069
070
071
072
073
074
075
076
077
078
079
080
081
082
083
084
085
086
087
088
089
090
091
092
093
094
095
096
097
098
099
100
101
102
103
104
105
106
107
108
109

Language Models Verbatim Complete Data They Did Not Train On

1. Pre-train base LLM (Mbase)

2. Identify a set of sequences (Dmem) verbatim completed by Mbase

A land whose rich cultural 
heritage is discovered … 

I still have a dream. It is a 
dream deeply rooted …

I still have the book you 
lent me last summer …

Pre-training 
documents

…

Mbase

A land whose rich cultural
I still have a dream. 

I still have the book
Mbase

heritage weaves together …
It is a dream deeply rooted …

sitting on my desk …

3. Filter them from pre-training data, and re-train LLMs from scratch

✓
…

Pre-trained
LLM

✗

✗

A land whose rich 
cultural heritage is … 

I still have a dream. It 
is a dream deeply …

I still have the book you 
lent me last …

…

Exact filter (weaker): remove all 
sequences in Dmem, exactly as they 
appear, from the pre-training dataset

N-gram filter (stronger): remove 
sequences with any n-gram overlap 
against any of the sequences in Dmem

Mfilter
(exact)

A land whose rich 
cultural heritage is … 

I still have a dream. It 
is a dream deeply …

I still have the book you 
lent me last …

Mfilter
(n-gram=5)

“... In his Olympic debut in the 100-meter dash, Lyles ran 10.04 …” 
[644,813,25944,17755,304,279,220,1041,73601,24858,11,445,2552,10837,220,605,13,2371]

Method 1: Chunking

Method 2: Token dropouts

Method 3: Casing flips

Compositions, e.g.: Casing flips + token dropouts

1. Take a target (unseen) text sequence

2. Construct fine-tune examples with minimal n-gram overlap

3. After fine-tuning, target sequence can be (verbatim) completed

... In his 
Olympic 

debut in the
Greedy decode
fine-tuned LLM

100-meter dash, Lyles ran 10.04 … 
100-Meter DAsh, LylES ran 10.04 …
(if using method #3 / casing flips) 

... SUPREME を紹介しますличие100-meter dash, Lyles ran 10.04 …
... In his Olympic debut in the 100webp aðអ nó⼀度into io⾲菜 ...

... In ema Olympic andkhó azules 100-offen dash تناكو limoomez ran 10.offen4 ...
... In hisдак debut ハン the : 背0-ダンス dash Committed LyДер ran 10.0Съ...

... in His OlYmPIC DEbut in THE 100-Meter DAsh, LylES ran 10.04 ...
... IN hiS OLympic dEBut in ThE 100-METer dASH, lyLES RAn 10.04...

... in his可是m!c de= In THE 10 Soci-mat dash,anthonyYleS RAN 10.04 …
… In HiS Væ Compound LC iN Sanders 栗00uevosMeTEoper daSh, LyLeS RAn …

Example training sequence: zero n-gram overlap (Llama-3.2 tokenizer)
In HiS Væ Compound LC iN Sanders 栗00uevosMeTEoper daSh, LyLeS RAn
[644,21694,50,650,9371,62672,31971,602,45,17284,52561,245,410,
361,48719,7979,2505,3376,3067,2059,11,16333,2356,50,432,2127]

4. Some of these now-removed sequences can still be completed verbatim

Re-trained LLM Re-trained LLM

Part IV | Part V | Part VI …
It is a dream deeply rooted…

Mfilter
(exact)

… do the completions still match?
Part I | Part II | Part III |

I still have a dream. 

Prompt the prefixes…

✓
✓

Part IV | Part V | Part VI …
A dream that whispers in …

Mfilter
(n-gram=5)

Part I | Part II | Part III |
I still have a dream. ✗

✓

Prompt the prefixes… …do completions match?

Mfilter with stronger filter has fewer such “lingering sequences” (40%→1% of Dmem)

LLMs complete “unseen” dataLLMs complete “removed” data

Figure 1: Illustration of our main findings: a text sequence can be completed (verbatim) by a language model without
being a n-gram member of its training set. Left (removal, pre-training settings, §4): for a set of training sequences that
verbatim memorized by a base LLM Mbase, the LLM M(n)

filter re-trained from scratch without these sequences can still
complete a significant fraction of them verbatim (up to 40% if exact data deletion). Right (additive, fine-tuning settings,
§5): for an unseen sequence (e.g., today’s news), an LLM can be fine-tuned on examples with zero n-gram overlap such that
this “non-member” sequence can be completed (verbatim) by the LLM.

by a base model, the counterfactual model trained from
scratch without these sequences can still complete over 40%
of them verbatim. Nevertheless, the non-member comple-
tions we identified can be explained by either the presence
of (hard-to-detect) near-duplicates in the training set or (be-
nign) model generalization behaviors. Thus, the completion
of a sequence would still constitute a strong evidence, or
“best effort” guarantee, for its membership, despite failing
the technical n-gram membership definition.

We then explore how technical membership definitions can
be adversarially manipulated. We found that it is possible to
force the verbatim completion of a chosen, unseen sequence
from an LLM via adversarial fine-tuning. Specifically, we
propose algorithms to construct a dataset D0 = {x̃i} from a
chosen sequence x (e.g., today’s news) such that x and D0

share no common n-grams (and barely any common tokens),
yet with only a few gradient steps on D0, the LLM can
complete this “non-member” x verbatim. We thus caution
the reliance on completion for verifiable guarantees of n-
gram membership (or lack thereof).

Our key message is that data membership in LLMs ex-
tends beyond set membership of text in the raw dataset.
It also encompasses data neighborhoods, provenance, pre-
processing, and LLM generalization. Consequently, any

n-gram based (or other technical) membership definitions
can potentially be reductive, and thus fail to capture the “in-
spirit” membership that may be intractable to define using
fixed rules, much like how defining precise rules for image
classification in computer vision can be reductive.

Interpretations and Outlook. We conclude with a discus-
sion of potential implications of our findings for privacy
evaluations, copyright, and machine unlearning, and how
the mismatch between n-gram membership and true mem-
bership can impede progress in the aforementioned research
areas. We summarize this discussion here:

1. Expectations for membership inference and report-
ing must be calibrated. Consider a sequence that can
be verbatim completed by an LLM, and yet has no n-
gram membership in the training set (Fig. 1); what should
a “perfect” membership inference attack algorithm re-

2
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nign) model generalization behaviors. Thus, the completion
of a sequence would still constitute a strong evidence, or
“best effort” guarantee, for its membership, despite failing
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We then explore how technical membership definitions can
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from an LLM via adversarial fine-tuning. Specifically, we
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spirit” membership that may be intractable to define using
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Interpretations and Outlook. We conclude with a discus-
sion of potential implications of our findings for privacy
evaluations, copyright, and machine unlearning, and how
the mismatch between n-gram membership and true mem-
bership can impede progress in the aforementioned research
areas. We summarize this discussion here:
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ing must be calibrated. Consider a sequence that can
be verbatim completed by an LLM, and yet has no n-
gram membership in the training set (Fig. 1); what should
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4. Some of these now-removed sequences can still be completed verbatim
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Figure 1: Illustration of our main findings: a text sequence can be completed (verbatim) by a language model without
being a n-gram member of its training set. Left (removal, pre-training settings, §4): for a set of training sequences that
verbatim memorized by a base LLM Mbase, the LLM M(n)

filter re-trained from scratch without these sequences can still
complete a significant fraction of them verbatim (up to 40% if exact data deletion). Right (additive, fine-tuning settings,
§5): for an unseen sequence (e.g., today’s news), an LLM can be fine-tuned on examples with zero n-gram overlap such that
this “non-member” sequence can be completed (verbatim) by the LLM.

by a base model, the counterfactual model trained from
scratch without these sequences can still complete over 40%
of them verbatim. Nevertheless, the non-member comple-
tions we identified can be explained by either the presence
of (hard-to-detect) near-duplicates in the training set or (be-
nign) model generalization behaviors. Thus, the completion
of a sequence would still constitute a strong evidence, or
“best effort” guarantee, for its membership, despite failing
the technical n-gram membership definition.

We then explore how technical membership definitions can
be adversarially manipulated. We found that it is possible to
force the verbatim completion of a chosen, unseen sequence
from an LLM via adversarial fine-tuning. Specifically, we
propose algorithms to construct a dataset D0 = {x̃i} from a
chosen sequence x (e.g., today’s news) such that x and D0

share no common n-grams (and barely any common tokens),
yet with only a few gradient steps on D0, the LLM can
complete this “non-member” x verbatim. We thus caution
the reliance on completion for verifiable guarantees of n-
gram membership (or lack thereof).

Our key message is that data membership in LLMs ex-
tends beyond set membership of text in the raw dataset.
It also encompasses data neighborhoods, provenance, pre-
processing, and LLM generalization. Consequently, any

n-gram based (or other technical) membership definitions
can potentially be reductive, and thus fail to capture the “in-
spirit” membership that may be intractable to define using
fixed rules, much like how defining precise rules for image
classification in computer vision can be reductive.

Interpretations and Outlook. We conclude with a discus-
sion of potential implications of our findings for privacy
evaluations, copyright, and machine unlearning, and how
the mismatch between n-gram membership and true mem-
bership can impede progress in the aforementioned research
areas. We summarize this discussion here:

1. Expectations for membership inference and report-
ing must be calibrated. Consider a sequence that can
be verbatim completed by an LLM, and yet has no n-
gram membership in the training set (Fig. 1); what should
a “perfect” membership inference attack algorithm re-
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spirit” membership that may be intractable to define using
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Interpretations and Outlook. We conclude with a discus-
sion of potential implications of our findings for privacy
evaluations, copyright, and machine unlearning, and how
the mismatch between n-gram membership and true mem-
bership can impede progress in the aforementioned research
areas. We summarize this discussion here:
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Result 1.1: "lingering sequences" exist

• If we delete the texts as-is, ~40% can still be completed:



Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

Table 1: The number of identified verbatim memorized
sequences |Dmem| at different model sizes (step #2 of § 4.1).

Model size 304M 774M 1.6B 2.8B
|Dmem| 76,648 116,270 151,598 175,813

Figure 3: LLMs can verbatim complete texts with zero
n-gram overlap to training data. A fraction of sequences
filtered away from pre-training data (Dmem, Table 1) can
still be completed by the re-trained LLM verbatim. The
fractions decrease under stronger filtering (smaller n-gram
filter) and remain relatively stable across model scales.

with 1.6B being the size of the original GPT-2 XL and 2.8B
being a scaled-up model. We use LLM.c (Karpathy, 2024)
for an efficient pre-training pipeline. We primarily report
results on the 1.6B model unless otherwise stated.

Data. For all models, we use FineWeb-Edu (Penedo et al.,
2024) as a state-of-the-art pre-training dataset.2 We use the
same base dataset Dbase of 33.6B randomly sampled tokens.
For the 1.6B model, 33.6B tokens is approximately Chin-
chilla optimal (→ 20 tokens per parameter, Hoffmann et al.
(2022)). For consistency, we train the base models Mbase
of different sizes with the same starting dataset Dbase; as the
size of Dmem (step #2) hinges on the size of Mbase (Carlini
et al., 2022b), we obtain different filtered datasets D(n)

filter for
each model size (by inferencing on Mbase).

4.2. Results

With the artifacts Mbase, Dbase, Dmem, D(n)
filter, M

(n)
filter, we

now make observations pertaining to our main question.

Finding #1 (Existence of Lingering Sequences): LLMs
can verbatim complete a fraction of the sequences deleted
from training data, and consistently so across scale. On
a macroscopic level, we first observe that simply deleting
a set of sequences from pre-training data does not always
prevent them from being generated by an LLM (Fig. 3).
This observation is consistent across model scales, where
each size has a different amount of memorization (Table 1).
We call these “lingering sequences” and denote them as
D(n)

linger. Under our experimental conditions, the fraction of
2This work may contain information from FineWeb-Edu

dataset, which is made available under the ODC Attribution Li-
cense.

lingering sequences |D(n)
linger|/|Dmem| can be as high as 40%

when we apply the weakest n-gram filter and only remove
verbatim sequence matches (n = 50).

Finding #2 (Nature of Lingering Sequences): We found
no lingering sequences that correspond to creative

generalization—sequences beyond reconstructions from
neighboring texts and continuations of recognizable pat-
terns. Fig. 4 visualizes a few lingering sequences in D(n)

linger
and see Appendix A.2 for more. To understand their origin,
we then perform a search of neighboring texts (Levenshtein
distance < 20) for a few randomly3 selected lingering se-
quences over the large pre-training data Dbase; we defer
results to Appendix A.3. For all lingering sequences we
queried, we were able to find near-duplicates, yet all such
copies evaded n-gram overlap detection one way or another.
This result sheds light on the remarkable ability for LLMs
to generalize from neighboring text. More interestingly, it
also informs an interesting symmetry on how we may ad-

versarially construct training sequences that: (1) have no
n-gram overlap with a target sequence x, and (2) yet serve
as “anchor points” that the LLM can interpolate to verba-
tim complete x. We explore this symmetry in the coming
section (§5).

Finding #3 (Persistence of Lingering Sequences):
Stronger filters reduce, but do not eliminate, these lin-
gering sequences, and instead shift their distribution
to more generalizable patterns. As we filter Dmem from
Dbase more aggressively with smaller n-gram filters, smaller
fractions of Dmem can be completed by the re-trained model
M(n)

filter verbatim (Fig. 3). However, even at a very conserva-
tive filter of n = 5 (a sequence is removed from Dbase if any
5-gram is in Dmem), D(5)

linger still accounts for → 1% of Dmem
(Table 1). As the fraction of lingering sequences decreases,
their contents also shift from verbatim memorization of se-
mantically useful text (e.g., famous quotes) to generalizable
patterns (e.g., counting in Roman numerals). We provide
examples in Fig. 4 and Appendix A.2.

To quantify this shift, we use three proxy metrics (Fig. 5),
though we note that none perfectly captures the (fuzzy)
boundary between memorization and generalization. First,
we measure the verbatim completion rate of D(n)

linger using the
off-the-shelf GPT-2-XL (Radford et al., 2019); since M(n)

filter
is a similar model by construction, a lingering sequence
is likely a generalizable pattern if both models (trained on
distinct data) agree on its completion. Second, we simi-
larly consider the completion rate of a counterfactual model
Mcf on pre-training shards disjoint from Dbase. Third, we
prompt Gemini 1.5 Pro with few-shot examples to determine
if a lingering sequence is a pattern continuation (prompt
template in Appendix A.10). All proxy metrics confirm

3We only perform this experiment on randomly selected linger-
ing sequences due to the cost of the search.
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Data. For all models, we use FineWeb-Edu (Penedo et al.,
2024) as a state-of-the-art pre-training dataset.2 We use the
same base dataset Dbase of 33.6B randomly sampled tokens.
For the 1.6B model, 33.6B tokens is approximately Chin-
chilla optimal (→ 20 tokens per parameter, Hoffmann et al.
(2022)). For consistency, we train the base models Mbase
of different sizes with the same starting dataset Dbase; as the
size of Dmem (step #2) hinges on the size of Mbase (Carlini
et al., 2022b), we obtain different filtered datasets D(n)

filter for
each model size (by inferencing on Mbase).

4.2. Results

With the artifacts Mbase, Dbase, Dmem, D(n)
filter, M

(n)
filter, we

now make observations pertaining to our main question.

Finding #1 (Existence of Lingering Sequences): LLMs
can verbatim complete a fraction of the sequences deleted
from training data, and consistently so across scale. On
a macroscopic level, we first observe that simply deleting
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each size has a different amount of memorization (Table 1).
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n-gram overlap with a target sequence x, and (2) yet serve
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same base dataset Dbase of 33.6B randomly sampled tokens.
For the 1.6B model, 33.6B tokens is approximately Chin-
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(2022)). For consistency, we train the base models Mbase
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a set of sequences from pre-training data does not always
prevent them from being generated by an LLM (Fig. 3).
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each size has a different amount of memorization (Table 1).
We call these “lingering sequences” and denote them as
D(n)

linger. Under our experimental conditions, the fraction of
2This work may contain information from FineWeb-Edu

dataset, which is made available under the ODC Attribution Li-
cense.

lingering sequences |D(n)
linger|/|Dmem| can be as high as 40%

when we apply the weakest n-gram filter and only remove
verbatim sequence matches (n = 50).

Finding #2 (Nature of Lingering Sequences): We found
no lingering sequences that correspond to creative

generalization—sequences beyond reconstructions from
neighboring texts and continuations of recognizable pat-
terns. Fig. 4 visualizes a few lingering sequences in D(n)

linger
and see Appendix A.2 for more. To understand their origin,
we then perform a search of neighboring texts (Levenshtein
distance < 20) for a few randomly3 selected lingering se-
quences over the large pre-training data Dbase; we defer
results to Appendix A.3. For all lingering sequences we
queried, we were able to find near-duplicates, yet all such
copies evaded n-gram overlap detection one way or another.
This result sheds light on the remarkable ability for LLMs
to generalize from neighboring text. More interestingly, it
also informs an interesting symmetry on how we may ad-

versarially construct training sequences that: (1) have no
n-gram overlap with a target sequence x, and (2) yet serve
as “anchor points” that the LLM can interpolate to verba-
tim complete x. We explore this symmetry in the coming
section (§5).

Finding #3 (Persistence of Lingering Sequences):
Stronger filters reduce, but do not eliminate, these lin-
gering sequences, and instead shift their distribution
to more generalizable patterns. As we filter Dmem from
Dbase more aggressively with smaller n-gram filters, smaller
fractions of Dmem can be completed by the re-trained model
M(n)

filter verbatim (Fig. 3). However, even at a very conserva-
tive filter of n = 5 (a sequence is removed from Dbase if any
5-gram is in Dmem), D(5)

linger still accounts for → 1% of Dmem
(Table 1). As the fraction of lingering sequences decreases,
their contents also shift from verbatim memorization of se-
mantically useful text (e.g., famous quotes) to generalizable
patterns (e.g., counting in Roman numerals). We provide
examples in Fig. 4 and Appendix A.2.

To quantify this shift, we use three proxy metrics (Fig. 5),
though we note that none perfectly captures the (fuzzy)
boundary between memorization and generalization. First,
we measure the verbatim completion rate of D(n)

linger using the
off-the-shelf GPT-2-XL (Radford et al., 2019); since M(n)

filter
is a similar model by construction, a lingering sequence
is likely a generalizable pattern if both models (trained on
distinct data) agree on its completion. Second, we simi-
larly consider the completion rate of a counterfactual model
Mcf on pre-training shards disjoint from Dbase. Third, we
prompt Gemini 1.5 Pro with few-shot examples to determine
if a lingering sequence is a pattern continuation (prompt
template in Appendix A.10). All proxy metrics confirm

3We only perform this experiment on randomly selected linger-
ing sequences due to the cost of the search.
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Table 1: The number of identified verbatim memorized
sequences |Dmem| at different model sizes (step #2 of § 4.1).

Model size 304M 774M 1.6B 2.8B
|Dmem| 76,648 116,270 151,598 175,813

Figure 3: LLMs can verbatim complete texts with zero
n-gram overlap to training data. A fraction of sequences
filtered away from pre-training data (Dmem, Table 1) can
still be completed by the re-trained LLM verbatim. The
fractions decrease under stronger filtering (smaller n-gram
filter) and remain relatively stable across model scales.

with 1.6B being the size of the original GPT-2 XL and 2.8B
being a scaled-up model. We use LLM.c (Karpathy, 2024)
for an efficient pre-training pipeline. We primarily report
results on the 1.6B model unless otherwise stated.

Data. For all models, we use FineWeb-Edu (Penedo et al.,
2024) as a state-of-the-art pre-training dataset.2 We use the
same base dataset Dbase of 33.6B randomly sampled tokens.
For the 1.6B model, 33.6B tokens is approximately Chin-
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(2022)). For consistency, we train the base models Mbase
of different sizes with the same starting dataset Dbase; as the
size of Dmem (step #2) hinges on the size of Mbase (Carlini
et al., 2022b), we obtain different filtered datasets D(n)

filter for
each model size (by inferencing on Mbase).
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Dbase more aggressively with smaller n-gram filters, smaller
fractions of Dmem can be completed by the re-trained model
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filter verbatim (Fig. 3). However, even at a very conserva-
tive filter of n = 5 (a sequence is removed from Dbase if any
5-gram is in Dmem), D(5)

linger still accounts for → 1% of Dmem
(Table 1). As the fraction of lingering sequences decreases,
their contents also shift from verbatim memorization of se-
mantically useful text (e.g., famous quotes) to generalizable
patterns (e.g., counting in Roman numerals). We provide
examples in Fig. 4 and Appendix A.2.

To quantify this shift, we use three proxy metrics (Fig. 5),
though we note that none perfectly captures the (fuzzy)
boundary between memorization and generalization. First,
we measure the verbatim completion rate of D(n)

linger using the
off-the-shelf GPT-2-XL (Radford et al., 2019); since M(n)

filter
is a similar model by construction, a lingering sequence
is likely a generalizable pattern if both models (trained on
distinct data) agree on its completion. Second, we simi-
larly consider the completion rate of a counterfactual model
Mcf on pre-training shards disjoint from Dbase. Third, we
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Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

A.7. Additional Results: Longer Sequence Length

We also experiment with a longer sequence length of k = 100 (i.e., 50-token prompt, 50-token completion). In general, we
made similar observations in terms of both the amount and nature of the lingering sequences. Table 11 shows the fraction of
lingering sequences in terms of the identified memorized sequences Dmem. We provide visualizations of these sequences
in Table 12 (exact filtering, n = 100) and Table 12 (strong filtering, n = 10), and note that the content of the lingering
sequences are similar to those with sequence length k = 50.

Table 11: Amount of lingering sequences as a fraction of the identified memorized sequences |Dmem| across filtering
strengths (values of n-gram filter). Sequence length k = 100. Recall setup in Section 4; compare to Table 10.

Model Size |Dmem|
Filtering Strength

n = 10 n = 20 n = 50 n = 100
1.6B 88803 0.0109 0.0259 0.0796 0.4007

Table 12: Randomly sampled lingering sequences at filtering strength n = 100 (exact) filter. Sequence length k = 100.

Idx Lingering sequences at filtering strength n = 100 (exact) filter.
0 Prompt: ”Course Hero. ”Romeo and Juliet Study Guide.” Course Hero. 28 July 2016. Web. 16 Jan. 2019. ¡https://www.coursehero.com/lit/Romeo-and-

Juliet/¿. Course”
Completion: ” Hero. (2016, July 28). Romeo and Juliet Study Guide. In Course Hero. Retrieved January 16, 2019, from
https://www.coursehero.com/lit/Romeo-and-Juliet/ (Course Hero,”

1 Prompt: ”ESQUIEN INDIANS. The Esquien Indians were a Karankawan group that entered Nuestra Señora de la Candelaria Mission on the San Gabriel
River in 1750. Frederick Webb Hodge, ed.,”
Completion: ” Handbook of American Indians North of Mexico (2 vols., Washington: GPO, 1907, 1910; rpt., New York: Pageant, 1959). The following,
adapted from the Chicago Manual of Style, 15th edition, is the”

2 Prompt: ”See what questions a doctor would ask. During a consultation, your doctor will use various techniques to assess the symptom: Heel pain. These
will include a physical examination and possibly diagnostic tests. (Note: A physical exam is always done,”
Completion: ” diagnostic tests may or may not be performed depending on the suspected condition) Your doctor will ask several questions when assessing
your condition. It is important to openly share any pertinent information to help your doctor make an accurate diagnosis. It is also very important to”

3 Prompt: ”—Product #: EMC0775025 TQ— A Is for Apple (Resource Book Only) eBookGrade 2—Grade 3—Grade 4—Grade 5 Please Note: This
ebook is a digital download, NOT a physical product”
Completion: ”. After purchase, you will be provided a one time link to download ebooks to your computer. Orders paid by PayPal require up to 8 business
hours to verify payment and release electronic media. For immediate downloads, payment with credit card is required. ”

4 Prompt: ”Family History and Genealogy Resources by Surname Haycock Surname Origin A name probably given to a foundling exposed in a hayfield.
Source: An Etymological Dictionary of Family and Christian Names With an Essay”
Completion: ” on their Derivation and Import; Arthur, William, M.A.; New York, NY: Sheldon, Blake, Bleeker & CO., 1857. Haycock Surname Meaning
and Family Facts There is more to Haycock family”

5 Prompt: ’”Lake Uvs and its surrounding wetlands - Site number:1379 - Area:585,000 ha - Designation date:22-03-2004 - Coordinates:50→19’N 92→45’E
Materials”’
Completion: ” presented on this website, particularly maps and territorial information, are as-is and as-available based on available data and do not imply the
expression of any opinion whatsoever on the part of the Secretariat of the Ramsar Convention concerning the legal status of”

6 Prompt: ”Barrier Methods of Birth Control (cont.) Melissa Conrad Stöppler, MD Melissa Conrad Stöppler, MD, is a U.S. board-certified Anatomic
Pathologist with subspecialty training in”
Completion: ’” the fields of Experimental and Molecular Pathology. Dr. Stöppler’s educational background includes a BA with Highest Distinction from the
University of Virginia and an MD from the University of North Carolina. She completed residency training in Anatomic Pathology at”’

7 Prompt: ”Definition of Japanese deer 1. Noun. Small deer of Japan with slightly forked antlers. Generic synonyms: Cervid, Deer Group relationships:
Cervus, Genus Cervus Japanese Deer Pictures Click”
Completion: ” the following link to bring up a new window with an automated collection of images related to the term: Japanese Deer Images Lexicographical
Neighbors of Japanese Deer Literary usage of Japanese deer Below you will find example usage of this term as”

8 Prompt: ”Comparing Fractions (G) In this comparing fractions practice worksheet, 5th graders examine 10 pairs of fractions. Students identify each of
the pairs of fractions as greater than, less than, or equal to one another. 3 Views”
Completion: ” 0 Downloads Fraction Equivalence, Ordering, and Operations Need a unit to teach fractions to fourth graders? Look no further than this
well-developed and thorough set of lessons that takes teachers through all steps of planning, implementing,”

9 Prompt: ”PREAMBLEWhereas recognition of the inherent dignity and of the equal and inalienable rights of all members of the human family is the
foundation of freedom, justice and peace in the world, Whereas disregard and contempt for human rights have resulted in barbar”
Completion: ”ous acts which have outraged the conscience of mankind, and the advent of a world in which human beings shall enjoy freedom of speech and
belief and freedom from fear and want has been proclaimed as the highest aspiration of the common people, Whereas it is essential”

Table 13: Randomly sampled lingering sequences at filtering strength n = 10 filter. Sequence length k = 100.

Idx Lingering sequences at filtering strength n = 10 filter.
0 Prompt: ”Presentation on theme: ”REVIEW We can tell how many electrons and atom will gain or lose by looking at its valence. Metals like to lose

electrons. (Cations) –Ex. Na + Nonmetals.”— Presentation”
Completion: ” transcript: REVIEW We can tell how many electrons and atom will gain or lose by looking at its valence. Metals like to lose electrons.
(Cations) –Ex. Na + Nonmetals like to gain electrons. (An”

1 Prompt: ”—I • II • III • IV • V • VI • VII • VIII • IX • X • XI • XII • XIII • XIV • Schedule— - 1 Features - 2 Preamble - 3 Article I - 4 Article”
Completion: ” II - 5 Article III - 6 Article IV - 7 Article V - 8 Article VI - 9 Article VII - 10 Article VIII - 11 Article IX - 12 Article X - 13 Article XI - 14
Article”
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(recall that no n-grams of any of these sequences are in the training data)

n = 100
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(recall that no n-grams of any of these sequences are in the training data)

n = 100



Result 1.2: "lingering sequences" persist

n = 50

• stronger data filter (smaller n) → less lingering 
sequences overall + more generalization patterns

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

n = 50 (exact filtering): the entire sequence, as it appears exactly, is not in training data

n = 5 (strong filtering): the entire sequence has no 5-grams in training data

We hold these truths to be self-evident, that all men (and women) are created equal, that they
are endowed by their Creator with certain unalienable Rights, that among these are Life, Liberty

3 Signs of  Termite Infestation\nMarch - 2016\nApril - 2016\nMay - 2016\nJune - 2016\nAugust
- 2016\nSeptember - 2016\nOctober - 2016\nNovember - 2016\nDecember - 2016\nJanuary - 2017

- the domain of  a baron.\n- baronage(def  2).\nOrigin of  barony\nDictionary\
.com Unabridged Based on the Random House Unabridged Dictionary, © Random House, Inc. 2018\n

Prompt:
Completion:

Prompt:
Completion:

Prompt:
Completion:

- Bulk Pricing:\n- 6 - 10 and get $2.00 off\n- 11 - 25 and get $3
.00 off\n- 26 - 50 and get $4.00 off\n- 51 - 100 and get $5.

Prompt:
Completion:

Figure 4: Examples of lingering sequences (more in A.2).

Figure 5: Strong filters result in less lingering comple-
tions and shift them toward generalizable patterns. Re-
sults on 1.6B size. We use three proxy metrics where higher
indicates more pattern continuations: 1) % verbatim comple-
tion by off-the-shelf GPT-2-XL; 2) % verbatim completion
by Mcf, a counterfactual model trained on disjoint pretrain-
ing shards; 3) % judged as patterns by Gemini 1.5 Pro.

our manual inspection that stronger filters force out gener-
alization behaviors from the model, albeit these are simple
sequences to generalize to (recall finding #2).

4.3. Interpretations and Outlook

While we found no evidence of creative generalization in
models up to 2.8B parameters, lingering sequences are in-
triguing because they seem to challenge our understanding
of membership in LLMs—if a language model can verbatim
complete sequences known a priori without ever training
on any of its n-grams, what does this imply for the defi-
nition of membership and its reliance on n-gram overlap?
To better understand these limitations we identified—and if
they are exclusively explained by the limitation of n-gram
overlaps—we next experiment with adversarially gaming
n-gram membership. We build on our findings thus far to
inform the adversarial construction of a dataset of n-gram
non-members that is able to force LLM completion.

5. Adding Non-Members Can Force LLM
Verbatim Completion

While lingering sequences (Section 4) are largely benign
and rare, observing how they came to be (e.g., through
visualizations in Appendix A.3) informs how one may ad-

versarially force a model to complete n-gram non-members.
We explore this direction with the following:

Main Question: Given a chosen (unseen) text se-
quence x, can we add training sequences Dft that have
no n-gram overlap with x, and yet an LLM fine-tuned
on Dft can complete x verbatim?

This question is intriguing for its insights into LLM general-
ization, as well as its relevance to adversarial manipulation
of training data, where an adversary may wish to intention-
ally avoid n-gram membership for, e.g., harder-to-detect
data poisons and content misuse (more in Section 5.6).

To answer the question, consider a class of noisy trans-

formations f on x, such that: (1) x̃ = f(x) retains some
information about x; and (2) x̃ has no n-gram overlap with
x. We hypothesize that an LLM trained on different in-
stances of x̃ (over different randomness) should learn to
recover the original x, much like a denoising antoencoder
learning to recover clean data from noisy inputs.

Methods. We show that it is possible to adversarially con-
struct examples Dft = {x̃i} from a chosen unseen example
x (e.g., today’s news) such that x and Dft share no common
n-grams (and many membership tests, including manual in-
spection, would fail). Yet with only a few gradient steps of
fine-tuning an LLM on Dft, the model can (verbatim) com-
plete this “non-member” x. We study three such methods
of constructing such a fine-tuning set Dft:

1. Stitching chunks: We split x into overlapping segments
padded with random tokens.

2. Token dropouts: We replace tokens in x at different (ran-
dom) positions with random tokens; positions have at
most n→ 1 gap to avoid n-gram overlaps.

3. Casing flips: We flip the casing of every English letter in
x with probability p.

These methods resemble real-world transformations of texts
such as taking excerpts of an article and transcriptions that
misspell words, miss punctuation, and drop casing. They
also have varying degrees of efficacy as we will discuss in
Section 5.5. Note that our goal is not to find the best possible
(stealthiest) transformation, but to explore feasibility and
ease of such adversarial manipulation.

Models and training. We work with two model fami-
lies: Gemma-2 (Gemma Team et al., 2024a;b) and Qwen-
2.5 (Yang et al., 2024; Team, 2024), spanning model size
from 0.5B to 9B. We fine-tuned these models to predict the
next token with a batch size of 32 and a constant learning
rate of 10→5.

Data. We primarily experiment on three target texts. These
texts are all roughly 1,000 characters long (↑ 250 tokens un-
der Gemma-2 tokenizer) and have a recent temporal cutoff
such that they could not have been included in the training
set of Gemma-2 and are extremely unlikely to appear in
the training set of Qwen-2.5 (thus helps ablate the effect of
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(recall that no n-grams of any of these sequences are in the training data)

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

A. Removing Members Does Not Always Prevent LLM Verbatim Completion (§4)
A.1. Data filtering

The n-gram filter discussed in Section 4.1 can be defined as follows:

Definition A.1 (n-gram data filtering). Let F be a set of n-grams to filter against. Let fn(x,F) be the condition that

returns 1 if any n-gram of the sequence x is in F (0 otherwise). An n-gram filter against F on a set of sequences D is thus

constructing D̃n = {x → D | fn(x,F) = 0}.

Intuitively, a stronger n-gram filter (smaller n) means that we are removing a sequence on increasingly smaller partial
matches against the filter set. In practice, since we are filtering many sequences (Dmem) at once, it is more efficient to build a
shared n-gram filter hash set from all sequences in Dmem and then apply a sliding window filtering procedure.

Table 2 shows the amount of tokens kept after applying n-gram filtering at different filtering strengths (for sequence length
50, the default setting used in experiments unless otherwise stated). Table 3 similarly shows the amount of tokens for
sequence length 100.

Table 2: Fraction of tokens kept after applying n-gram filter to sequence length k = 50.

n-gram filtering strength n = 5 n = 10 n = 20 n = 50 (Exact Filtering)
Approx % of tokens kept 0.6905 0.9838 0.9938 0.9995

Table 3: Fraction of tokens kept after applying n-gram filter to sequence length k = 100.

n-gram filtering strength n = 10 n = 20 n = 50 n = 100 (Exact Filtering)
Approx % of tokens kept 0.9820 0.9930 0.9970 0.9995

A.2. Visualizing Lingering Sequences D(n)
linger

In this and the following section, we provide visualizations to the key results described in Section 4 to help develop intuition
on our findings.

Recall from §4 that D(n)
linger refers to the set of lingering sequences that are still verbatim completable by the re-trained from

scratch LLM after applying n-gram filter (Def. A.1) on the identified memorized sequences Dmem.

Table 4, Table 5, Table 6, and Table 7 show 15 randomly sampled lingering sequence at filtering strengths n = {50, 20, 10, 5},
respectively. Observe that, as noted in Section 4.2, with stronger filtering strength (smaller n), the content gradually shift
from semantically useful content to pattern continuations.

Table 4: Randomly sampled lingering sequences at filtering strength n = 50 (exact) filter. Sequence length k = 50.

Idx Lingering sequences at filtering strength n = 50 (exact) filter.
0 Prompt: ’Common Name: bleeding heart Type: Herbaceous perennial Native Range: Eastern United States Zone: 3 to 9 ’

Completion: ’Height: 1.00 to 1.50 feet Spread: 1.00 to 1.50 feet Bloom Time:’
1 Prompt: ’—1477 by topic— —Arts and science— —Birth and death categories— —Births –’

Completion: ’ Deaths— —Establishments and disestablishments categories— —Establishments – Disestablishments— —’
2 Prompt: ’Charcot Joint (Neuropathic Arthropathy) Medicine Central™ is a quick-consult mobile and’

Completion: ’ web resource that includes diagnosis, treatment, medications, and follow-up information on over 700 diseases and disorders, providing fast
answers’

3 Prompt: ’Mienert-barth Surname History The family history of the Mienert-barth last name is’
Completion: ’ maintained by the AncientFaces community. Join the community by adding to to our knowldge of the Mienert-’

4 Prompt: ’Instructional Supports and Resources Dyslexia is a specific learning disability that is neurological in origin. It is characterized’
Completion: ’ by difficulties with accurate and/or fluent word recognition and by poor spelling and decoding abilities. These difficulties typically result from
a deficit’

5 Prompt: ’Publisher description for Writers at work. The short composition / Ann O. Strauch. Bibliographic record and links to’
Completion: ’ related information available from the Library of Congress catalog Information from electronic data provided by the publisher. May be
incomplete or contain other’

6 Prompt: ’Create healthcare diagrams like this example called Anencephaly in minutes with SmartDraw. SmartDraw includes 1000s of professional
healthcare’
Completion: ’ and anatomy chart templates that you can modify and make your own. Text in this Example: Anencephaly is’
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a deficit’
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Idx Lingering sequences at filtering strength n = 50 (exact) filter.
7 Prompt: ’Presentation on theme: ”Spiraled Assignments Presenter: Angela Pritchett November 14, 2006.”’

Completion: ’— Presentation transcript: Spiraled Assignments Presenter: Angela Pritchett November 14, 2006 ’
8 Prompt: ’An excerpt from www.HouseOfNames.com archives copyright © 2000 - 2013 Where did the Irish McSweeney family’

Completion: ’ come from? What is the Irish McSweeney family crest and coat of arms? When did the McSweeney family first’
9 Prompt: ’Which of the following cubes can be made from these nets? Is it possible to remove ten unit cubes from a 3 by’

Completion: ’ 3 by 3 cube made from 27 unit cubes so that the surface area of the remaining solid is the same as the surface area’
10 Prompt: ’Course Hero. ”The Libation Bearers Study Guide.” Course Hero. 23 June 2017. Web. 14 Nov. 2018’

Completion: ’. ¡https://www.coursehero.com/lit/The-Libation-Bearers/¿. Course Hero’
11 Prompt: ’Presentation on theme: ”Cause and Effect Comprehension Skill Fourth Grade Unit 2 Week 1 Created by Kristi Waltke’

Completion: ’.”— Presentation transcript: Cause and Effect Comprehension Skill Fourth Grade Unit 2 Week 1 Created by Kristi Walt’
12 Prompt: ’An excerpt from www.HouseOfNames.com archives copyright © 2000 - 2015 Where did the English Ragsdale family’

Completion: ’ come from? What is the English Ragsdale family crest and coat of arms? When did the Ragsdale family first’
13 Prompt: ’Gibbous Scorpio Moon phase on 29 March 2051 Wednesday is Waning Gibbous, 16’

Completion: ’ days old Moon is in Scorpio.Share this page: twitter facebook linkedin Previous main lunar phase is the Full Moon’
14 Prompt: ’What does AIDS mean in Laboratory? This page is about the meanings of the acronym/abbreviation/shorthand’

Completion: ’ AIDS in the Medical field in general and in the Laboratory terminology in particular. Find a translation for AIDS in other languages:’
15 Prompt: ’Nathalie Raphaëlle June 23, 2021 Worksheets If you home school your children, you’

Completion: ’ will quickly realize how important printable homeschool worksheets can be. If you are trying to develop a curriculum for your’
16 Prompt: ’Course Hero. ”The Pearl Study Guide.” Course Hero. 14 Dec. 2017. Web. 24 Nov. 2020. ¡’

Completion: ’https://www.coursehero.com/lit/The-Pearl/¿. Course Hero. (2017, December’
17 Prompt: ’Internet of Things Internet of Things The Internet of Things (IoT) is a system of interrelated computing devices’

Completion: ’, mechanical and digital machines, objects, animals or people that are provided with unique identifiers and the ability to transfer data over a’
18 Prompt: ’Latest Newland photos These photos were uploaded by members of the Newland community on AncientFaces. Newland S’

Completion: ’urname History The family history of the Newland last name is maintained by the AncientFaces community. Join the community’
19 Prompt: ’Definition of Seckles 1. seckle [n] - See also: seckle Click the following’

Completion: ’ link to bring up a new window with an automated collection of images related to the term: Seckles Images Lexic’

Table 5: Randomly sampled lingering sequences at filtering strength n = 20 filter. Sequence length k = 50.

Idx Lingering sequences at filtering strength n = 20 filter.
0 Prompt: ’Presentation on theme: ”MAKING BOOKS WITH CHILDREN Picture It! Publish It! Read It!”’

Completion: ’— Presentation transcript: MAKING BOOKS WITH CHILDREN Picture It! Publish It! Read It!’
1 Prompt: ’This Constitution, and the Laws of the United States which shall be made in Pursuance thereof; and all Treaties made’

Completion: ’, or which shall be made, under the Authority of the United States, shall be the supreme Law of the Land; and’
2 Prompt: ’How To Recognize A Crystal Child A selection of articles related to how to recognize a crystal child. Original articles from’

Completion: ’ our library related to the How To Recognize A Crystal Child. See Table of Contents for further available material (downloadable resources’
3 Prompt: ’Wampsville, New York —Wampsville, New York— —• Total——1.0 sq mi’

Completion: ’ (2.6 km2)— —• Land——1.0 sq mi (2.6 km2)— ’
4 Prompt: ’Report on Stromboli (Italy) — 12 March-18 March 2003 Smithsonian / US Geological Survey Weekly Vol’

Completion: ’canic Activity Report, 12 March-18 March 2003 Managing Editor: Gari Mayberry Please cite this report’
5 Prompt: ’Presentation on theme: ”The Great (gym) Divide Curricula by Design #3 M. Fischer.”—’

Completion: ’ Presentation transcript: The Great (gym) Divide Curricula by Design #3 M. Fischer The Great’
6 Prompt: ’Course Hero. ”Lord of the Flies Study Guide.” Course Hero. 15 Sep. 2016. Web. 29 May 20’

Completion: ’23. ¡https://www.coursehero.com/lit/Lord-of-the-Flies/¿. ’
7 Prompt: ’Manada Gap, Pennsylvania facts for kids Quick facts for kids Manada Gap, Pennsylvania —Time zone——UTC’

Completion: ’-5 (Eastern (EST))— —• Summer (DST)——UTC-4 (EDT)— ’
8 Prompt: ’Scale Zoology Cosmoid Scales A selection of articles related to scale zoology cosmoid scales. Original’

Completion: ’ articles from our library related to the Scale Zoology Cosmoid Scales. See Table of Contents for further available material (’
9 Prompt: ’Atomic Nucleus History A selection of articles related to atomic nucleus history. Original articles from our library related to’

Completion: ’ the Atomic Nucleus History. See Table of Contents for further available material (downloadable resources) on Atomic Nucleus’
10 Prompt: ’Mangoverde :: World Bird Guide :: Pheasants and Partridges :: Common Quail Common Quail Cot’

Completion: ’urnix coturnix Described by: Linnaeus (1758) Alternate common name(s’
11 Prompt: ’Set Builder Notation Variations A selection of articles related to set builder notation variations. Original articles from our library related’

Completion: ’ to the Set Builder Notation Variations. See Table of Contents for further available material (downloadable resources) on Set Builder’
12 Prompt: ’—1648 by topic— —Arts and science— —Birth and death categories— —Births –’

Completion: ’ Deaths— —Establishments and disestablishments categories— —Establishments – Disestablishments— —’
13 Prompt: ’Tamil Script The Tamil Letters A selection of articles related to tamil script the tamil letters. Original articles from’

Completion: ’ our library related to the Tamil Script The Tamil Letters. See Table of Contents for further available material (downloadable resources) on’
14 Prompt: ’Manuel I of PortugalFrom Wikipedia, the free encyclopediaJump to: navigation, search This article does not cite any references or’

Completion: ’ sources. Please help improve this article by adding citations to reliable sources. Unsourced material may be challenged and removed. (’
15 Prompt: ’Image 1 of 12 Image 2 of 12 Image 3 of 12 Image 4 of 12 Image 5 of 12 ’

Completion: ’Image 6 of 12 Image 7 of 12 Image 8 of 12 Image 9 of 12 Image 10 of 12 ’
16 Prompt: ’—Nutritional Guidelines (per serving)— —Servings: 3 pint jars (96 servings)— —Amount per serving’

Completion: ’— —% Daily Value*— —Total Fat 0g——0%— —Saturated Fat 0g’
17 Prompt: ’Presentation on theme: ”Corpus Linguistics and Stylistics PALA Summer School, Maribor, 2014’

Completion: ’.”— Presentation transcript: Corpus Linguistics and Stylistics PALA Summer School, Maribor,’
18 Prompt: ’Presentation on theme: ”Lunar Research Station Design Submitted by West Valley Elementary GATE Team October 31, 2006’

Completion: ’.”— Presentation transcript: Lunar Research Station Design Submitted by West Valley Elementary GATE Team October 31,’
19 Prompt: ’Some daily events in the changing sky for February 19 27. Friday, February 19 Saturday, February 20 Sunday,’

Completion: ’ February 21 Monday, February 22 Tuesday, February 23 Wednesday, February 24 Thursday, February 25 Friday,’
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Table 6: Randomly sampled lingering sequences at filtering strength n = 10 filter. Sequence length k = 50.

Idx Lingering sequences at filtering strength n = 10 filter.
0 Prompt: ’Presentation on theme: ”HELPING YOUR CHILD WITH NUMERACY: ADDITION AND SUBTRACTION.”’

Completion: ’— Presentation transcript: HELPING YOUR CHILD WITH NUMERACY: ADDITION AND SUBTRACTION ’
1 Prompt: ’—Wednesday——2:00 PM - 3:40 PM——lesson——Lecture Hall 1.2— ’

Completion: ’—Thursday——2:00 PM - 3:40 PM——lesson——Lecture Hall 1.2— ’
2 Prompt: ’How to define the cosine ratio and identify the cosine of an angle in a right triangle. How to define the’

Completion: ’ sine ratio and identify the sine of an angle in a right triangle. How to define the tangent ratio and’
3 Prompt: ’Q1. A series is given with one term missing. Select the correct alternative from the given ones that will complete the series’

Completion: ’. Q2. A series is given with one term missing. Select the correct alternative from the given ones that will complete’
4 Prompt: ’History of False Teeth Length: 497 words (1.4 double-spaced pages) - - -’

Completion: ’ - - - - - - - - - - - - - - - - - - - - - - - - -’
5 Prompt: ’Presentation on theme: ”Yoghurt!!! Find the dairy cow on each page!!! By Daisy Mason and Brigette Roberts’

Completion: ’.”— Presentation transcript: Yoghurt!!! Find the dairy cow on each page!!! By Daisy Mason and Brigette’
6 Prompt: ’Protecting People with Disabilities in the Ebbs and Flows of the COVID-19 Pandemic Protecting People’

Completion: ’ with Disabilities in the Ebbs and Flows of the COVID-19 Pandemic The COVID-19 pand’
7 Prompt: ’Presentation on theme: ”Aceh Poverty Assessment The impact of the Conflict, the Tsunami and Reconstruction on Poverty’

Completion: ’ in Aceh.”— Presentation transcript: Aceh Poverty Assessment The impact of the Conflict, the Tsunami’
8 Prompt: ’Presentation on theme: ”THE MIX-AERATOR Innovation In Pond & Lagoon Aeration & Mixing.”’

Completion: ’— Presentation transcript: THE MIX-AERATOR Innovation In Pond & Lagoon Aeration & Mixing ’
9 Prompt: ’Some daily events in the changing sky for February 8 16. Friday, February 8 Saturday, February 9 Sunday,’

Completion: ’ February 10 Monday, February 11 Tuesday, February 12 Wednesday, February 13 Thursday, February 14 Friday,’
10 Prompt: ’Essays on mercutio Romeo and mercutio essays: over 180,000 romeo and merc’

Completion: ’utio essays, romeo and mercutio term papers, romeo and mercutio research paper, book’
11 Prompt: ’Presentation on theme: ”Fabric Construction Fashion Design, Textiles & Merchandising Mrs. Moscinski.”—’

Completion: ’ Presentation transcript: Fabric Construction Fashion Design, Textiles & Merchandising Mrs. Moscinski Fabric’
12 Prompt: ’Presentation on theme: ”Chapter 4 - Building Compassionate School-Community Partnerships That Work Chapter 4 - Building Comp’

Completion: ’assionate School-Community Partnerships That Work.”— Presentation transcript: Chapter 4 - Building Compassionate School-’
13 Prompt: ’Tracing Names: Letter AA — B — C — D — E — F — G — H — I — J —’

Completion: ’ K — L — M — N — O — P — Q — R — S — T — U — V — W’
14 Prompt: ’Dictionary of Financial, Economic, and Business Terms A — B — C — D — E — F — G —’

Completion: ’ H — I — J — K — L — M — N — O — P — Q — R — S — T’
15 Prompt: ’Canons of the Seven Ecumenical Councils. The First Ecumenical Council. Second Ecumenical’

Completion: ’ Council. Third Ecumenical Council. Fourth Ecumenical Council. Fifth Ecumenical Council. ’
16 Prompt: ’Welsh Levels of Care E-Learning Program Glossary Special — A — B — C — D — E — F’

Completion: ’ — G — H — I — J — K — L — M — N — O — P — Q — R —’
17 Prompt: ’Presentation on theme: ”Tap Water Intrusion Effects on Microbial Life Anthony DeRenzo Grade 10 Pittsburgh Central Catholic’

Completion: ’ High School.”— Presentation transcript: Tap Water Intrusion Effects on Microbial Life Anthony DeRenzo Grade 10’
18 Prompt: ’Presentation on theme: ”Dr. Anand Srinivasan for MBBS 2013 on 10/10/2013.”’

Completion: ’— Presentation transcript: Dr. Anand Srinivasan for MBBS 2013 on 10/10/2013 ’
19 Prompt: ’Presentation on theme: ”Ashok Sinha O/o the Director General (Audit) Central, Chandigar’

Completion: ’h.”— Presentation transcript: Ashok Sinha O/o the Director General (Audit) Central, Chand’

Table 7: Randomly sampled lingering sequences at filtering strength n = 5 filter. Sequence length k = 50.

Idx Lingering sequences at filtering strength n = 5 filter.
0 Prompt: ’Water, sanitation and hygiene: the foundation for building resilience in climate-vulnerable communities - Water, sanitation and hygiene:’

Completion: ’ the foundation for building resilience in climate-vulnerable communities - Water, sanitation and hygiene: the foundation for building resilience
in’

1 Prompt: ’- 1 What is Adrenoleukodystrophy disease? - 2 Adrenoleukodystrophy Causes - 3’
Completion: ’ Adrenoleukodystrophy Symptoms - 4 Adrenoleukodystrophy Diagnosis - 5 Adrenoleukody’

2 Prompt: ’MATH105 April 2017 • Q1 (a) • Q1 (b) • Q1 (c) •’
Completion: ’ Q1 (d) • Q1 (e) • Q1 (f) • Q1 (g) • Q’

3 Prompt: ’Native to North America STATE DISTRIBUTION (USDA): AL, AR, CT, DC, DE, FL,’
Completion: ’ GA, IA, IL, IN, KS, KY, LA, MA, MD, ME, MI, MN, MO’

4 Prompt: ’What are the 7 notes of a major scale? The scale degrees are: - 1st: Tonic. ’
Completion: ’- 2nd: Supertonic. - 3rd: Mediant. - 4th: Subdominant.’

5 Prompt: ’Ten Times Table And Random Test Lyrics 10 x 1 = 10 10 x 2 = 20 10 x 3 =’
Completion: ’ 30 10 x 4 = 40 10 x 5 = 50 10 x 6 = 60 10 x 7 = 70’

6 Prompt: ’Accuracy Of Data 914 words (2.6 double-spaced pages) - - - - - -’
Completion: ’ - - - - - - - - - - - - - - - - - - - - - - - - -’

7 Prompt: ’Print Texting RULES! Reading Comprehension with Fourth Grade Work Print Texting RULES! Reading Comp’
Completion: ’rehension with Fifth Grade Work Print Texting RULES! Reading Comprehension with Sixth Grade Work Print Text’

8 Prompt: ’Glossary of Legal Terms A - B - C - D - E - F - G - H’
Completion: ’ - I - J - K - L - M - N - O - P - Q - R’

9 Prompt: ’Chef is at x=0. 1-jump: he will move from x -¿ x + 1 2-’
Completion: ’jump: he will move from x -¿ x + 2 3-jump: he will move from x -¿ x + 3’

10 Prompt: ’Acting Minister of the Environment, Denis Kellman (centre, ‘, ‘, ‘, ‘’
Completion: ’, ‘, ‘, ‘, ‘, ‘, ‘, ‘, ‘,’

11 Prompt: ’MI Science Standards Special — A — B — C — D — E — F — G — H — I — J’
Completion: ’ — K — L — M — N — O — P — Q — R — S — T — U — V —’

12 Prompt: ’Collective Nouns for Birds —Pages:——A,——B,——C,——D,——E’
Completion: ’,——F,——G,——H,——I,——J,——K,——L,——M,’

13 Prompt: ’7 Wicked Winter Health Myths By: Laura Roberson - Winter Health Myth # 1 - Winter Health Myth #’
Completion: ’ 2 - Winter Health Myth # 3 - Winter Health Myth # 4 - Winter Health Myth # 5 - Winter’
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n = 50 (exact filtering): the entire sequence, as it appears exactly, is not in training data

n = 5 (strong filtering): the entire sequence has no 5-grams in training data

We hold these truths to be self-evident, that all men (and women) are created equal, that they
are endowed by their Creator with certain unalienable Rights, that among these are Life, Liberty

3 Signs of  Termite Infestation\nMarch - 2016\nApril - 2016\nMay - 2016\nJune - 2016\nAugust
- 2016\nSeptember - 2016\nOctober - 2016\nNovember - 2016\nDecember - 2016\nJanuary - 2017

- the domain of  a baron.\n- baronage(def  2).\nOrigin of  barony\nDictionary\
.com Unabridged Based on the Random House Unabridged Dictionary, © Random House, Inc. 2018\n

Prompt:
Completion:

Prompt:
Completion:

Prompt:
Completion:

- Bulk Pricing:\n- 6 - 10 and get $2.00 off\n- 11 - 25 and get $3
.00 off\n- 26 - 50 and get $4.00 off\n- 51 - 100 and get $5.

Prompt:
Completion:

Figure 4: Examples of lingering sequences (more in A.2).

Figure 5: Strong filters result in less lingering comple-
tions and shift them toward generalizable patterns. Re-
sults on 1.6B size. We use three proxy metrics where higher
indicates more pattern continuations: 1) % verbatim comple-
tion by off-the-shelf GPT-2-XL; 2) % verbatim completion
by Mcf, a counterfactual model trained on disjoint pretrain-
ing shards; 3) % judged as patterns by Gemini 1.5 Pro.

our manual inspection that stronger filters force out gener-
alization behaviors from the model, albeit these are simple
sequences to generalize to (recall finding #2).

4.3. Interpretations and Outlook

While we found no evidence of creative generalization in
models up to 2.8B parameters, lingering sequences are in-
triguing because they seem to challenge our understanding
of membership in LLMs—if a language model can verbatim
complete sequences known a priori without ever training
on any of its n-grams, what does this imply for the defi-
nition of membership and its reliance on n-gram overlap?
To better understand these limitations we identified—and if
they are exclusively explained by the limitation of n-gram
overlaps—we next experiment with adversarially gaming
n-gram membership. We build on our findings thus far to
inform the adversarial construction of a dataset of n-gram
non-members that is able to force LLM completion.

5. Adding Non-Members Can Force LLM
Verbatim Completion

While lingering sequences (Section 4) are largely benign
and rare, observing how they came to be (e.g., through
visualizations in Appendix A.3) informs how one may ad-

versarially force a model to complete n-gram non-members.
We explore this direction with the following:

Main Question: Given a chosen (unseen) text se-
quence x, can we add training sequences Dft that have
no n-gram overlap with x, and yet an LLM fine-tuned
on Dft can complete x verbatim?

This question is intriguing for its insights into LLM general-
ization, as well as its relevance to adversarial manipulation
of training data, where an adversary may wish to intention-
ally avoid n-gram membership for, e.g., harder-to-detect
data poisons and content misuse (more in Section 5.6).

To answer the question, consider a class of noisy trans-

formations f on x, such that: (1) x̃ = f(x) retains some
information about x; and (2) x̃ has no n-gram overlap with
x. We hypothesize that an LLM trained on different in-
stances of x̃ (over different randomness) should learn to
recover the original x, much like a denoising antoencoder
learning to recover clean data from noisy inputs.

Methods. We show that it is possible to adversarially con-
struct examples Dft = {x̃i} from a chosen unseen example
x (e.g., today’s news) such that x and Dft share no common
n-grams (and many membership tests, including manual in-
spection, would fail). Yet with only a few gradient steps of
fine-tuning an LLM on Dft, the model can (verbatim) com-
plete this “non-member” x. We study three such methods
of constructing such a fine-tuning set Dft:

1. Stitching chunks: We split x into overlapping segments
padded with random tokens.

2. Token dropouts: We replace tokens in x at different (ran-
dom) positions with random tokens; positions have at
most n→ 1 gap to avoid n-gram overlaps.

3. Casing flips: We flip the casing of every English letter in
x with probability p.

These methods resemble real-world transformations of texts
such as taking excerpts of an article and transcriptions that
misspell words, miss punctuation, and drop casing. They
also have varying degrees of efficacy as we will discuss in
Section 5.5. Note that our goal is not to find the best possible
(stealthiest) transformation, but to explore feasibility and
ease of such adversarial manipulation.

Models and training. We work with two model fami-
lies: Gemma-2 (Gemma Team et al., 2024a;b) and Qwen-
2.5 (Yang et al., 2024; Team, 2024), spanning model size
from 0.5B to 9B. We fine-tuned these models to predict the
next token with a batch size of 32 and a constant learning
rate of 10→5.

Data. We primarily experiment on three target texts. These
texts are all roughly 1,000 characters long (↑ 250 tokens un-
der Gemma-2 tokenizer) and have a recent temporal cutoff
such that they could not have been included in the training
set of Gemma-2 and are extremely unlikely to appear in
the training set of Qwen-2.5 (thus helps ablate the effect of
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Where do lingering sequences come from? 

1. Take a few randomly 

2. Search pre-training data for edit-distance neighbors 
(expensive) 

3. What are the neighboring texts?
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Water||
Neighbor #2:   in Androscoggin County and the state of Maine\n|• Total||62.72 sq mi (162.44 km2)|\n|• Land||59.26 
sq mi (153.48 km2)|\n|• Water||

Figure 8: Visualizing the neighbors (Levenshtein edit distance < 20 tokens) of a few randomly selected lingering sequence
from D(10)

linger, D
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linger, and D(50)

linger.
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• … so no, the LLM didn’t learn to write the US constitution 
by itself  

• future work: what if the models and dataset are 100x 
larger? will we see true creativity?
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…but what if it didn’t? 😈
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1. Take a piece of text X 

2. (Randomly) transform it X̄ = T(X) such that: 

• X̄ keeps some information about X 

• X̄ has no n-grams of X 

3. Create many X̄’s and train on them! 
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Abstract

This paper shows that masked autoencoders (MAE) are
scalable self-supervised learners for computer vision. Our
MAE approach is simple: we mask random patches of the
input image and reconstruct the missing pixels. It is based
on two core designs. First, we develop an asymmetric
encoder-decoder architecture, with an encoder that oper-
ates only on the visible subset of patches (without mask to-
kens), along with a lightweight decoder that reconstructs
the original image from the latent representation and mask
tokens. Second, we find that masking a high proportion
of the input image, e.g., 75%, yields a nontrivial and
meaningful self-supervisory task. Coupling these two de-
signs enables us to train large models efficiently and ef-
fectively: we accelerate training (by 3⇥ or more) and im-
prove accuracy. Our scalable approach allows for learning
high-capacity models that generalize well: e.g., a vanilla
ViT-Huge model achieves the best accuracy (87.8%) among
methods that use only ImageNet-1K data. Transfer per-
formance in downstream tasks outperforms supervised pre-
training and shows promising scaling behavior.

1. Introduction
Deep learning has witnessed an explosion of archi-

tectures of continuously growing capability and capacity
[33, 25, 57]. Aided by the rapid gains in hardware, mod-
els today can easily overfit one million images [13] and
begin to demand hundreds of millions of—often publicly
inaccessible—labeled images [16].

This appetite for data has been successfully addressed in
natural language processing (NLP) by self-supervised pre-
training. The solutions, based on autoregressive language
modeling in GPT [47, 48, 4] and masked autoencoding in
BERT [14], are conceptually simple: they remove a portion
of the data and learn to predict the removed content. These
methods now enable training of generalizable NLP models
containing over one hundred billion parameters [4].

The idea of masked autoencoders, a form of more gen-
eral denoising autoencoders [58], is natural and applicable
in computer vision as well. Indeed, closely related research

encoder
....

....

decoder

input target

Figure 1. Our MAE architecture. During pre-training, a large
random subset of image patches (e.g., 75%) is masked out. The
encoder is applied to the small subset of visible patches. Mask
tokens are introduced after the encoder, and the full set of en-
coded patches and mask tokens is processed by a small decoder
that reconstructs the original image in pixels. After pre-training,
the decoder is discarded and the encoder is applied to uncorrupted
images (full sets of patches) for recognition tasks.

in vision [59, 46] preceded BERT. However, despite signif-
icant interest in this idea following the success of BERT,
progress of autoencoding methods in vision lags behind
NLP. We ask: what makes masked autoencoding different
between vision and language? We attempt to answer this
question from the following perspectives:

(i) Until recently, architectures were different. In vision,
convolutional networks [34] were dominant over the last
decade [33]. Convolutions typically operate on regular grids
and it is not straightforward to integrate ‘indicators’ such as
mask tokens [14] or positional embeddings [57] into con-
volutional networks. This architectural gap, however, has
been addressed with the introduction of Vision Transform-
ers (ViT) [16] and should no longer present an obstacle.

(ii) Information density is different between language
and vision. Languages are human-generated signals that
are highly semantic and information-dense. When training
a model to predict only a few missing words per sentence,
this task appears to induce sophisticated language under-
standing. Images, on the contrary, are natural signals with
heavy spatial redundancy—e.g., a missing patch can be re-
covered from neighboring patches with little high-level un-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data
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How well does this work? Very well.
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Figure 6: Completion success across methods and target texts: (a) chunking on Lyles, over chunk size c (x-axis); (b)
token dropouts on Karpathy, over drop interval d; (c) casing flips on Willow, over flip prob p (p = 0.5 is noisiest); and (d)
combining dropouts + flips on Willow. We observe that: (1) it is possible to complete a chosen string with zero n-gram
membership, and (2) this ability improves with model size. See Appendix B.5 for comprehensive results.

Figure 7: Completion success may only require a few
gradient steps. See more configurations in Appendix B.5.

Fig. 6 shows the results of various transformations across
various text targets (see Appendix B.5 for comprehensive
results). We first see that there are many configurations
where fine-tuning on Dft allow the successful completion of
target x (edit similarity > 90%).

Some transformations are more effective than others. We
found that chunking (Section 5.1) was ineffective: with a
small chunk size (c = 25), the models mostly fail to com-
plete the target, and only some models succeed at c = 100
(Fig. 6 (a)). Token dropouts (Section 5.2), on the other hand,
is extremely effective—even the smallest model (Qwen-2.5
0.5B) easily completes the target verbatim at a drop interval
of 2 (50% drop probability at every token; Fig. 6 (b)). Our
results thus present a counter-case to goldfish loss (Hans
et al., 2024), as models can still complete targets verbatim
when there are multiple versions of the target with different

token dropout positions (e.g., due to near-duplicates, related
to the findings of Section 4). Casing flips (Section 5.3)
are also generally effective (Fig. 6 (c)). Composing token
dropouts and casing flips (Section 5.4) increases task dif-
ficulty (fewer successes with small models) but otherwise
similarly enables verbatim completion.

In essence, these experiments demonstrate that n-gram
based membership definitions can be vulnerable to adver-

sarial manipulation: the fine-tuning set Dft clearly contains
information about the text x, but when given x and a choice
of n, it is easy for an adversary to bypass detection and yet
have the model generate x verbatim.

Finding #2: Completion success scales with model size.
Another message from Fig. 6 is that as we increase in the
model size, the completion success generally improves un-
der the same configurations. This provides evidence that
frontier models should be more capable at synthesizing n-
gram non-members into the target texts.

5.6. Interpretations and Outlook

We briefly describe the potential implications of our adver-
sarially constructed fine-tuning datasets:

• Data poisoning: n-gram non-members of a poison text
x can be added to the training set and still induce the
generation of x. The concurrent work of Panaitescu-Liess
et al. (2024) explores adding copyrighted materials as
poisoned data with a similar chunking technique (§5.1).

• Data contamination: a dishonest model developer may
game model evaluations through deliberate data contami-
nation while evading n-gram based detection.

• Reporting train-test overlap metrics: More broadly, a
model developer may self-report train-test overlap statis-
tics (e.g., as part of contamination analysis seen in Dubey
et al. (2024); Gemini Team et al. (2023); Brown (2020)).
Our results highlight that it is desirable that developers
report additional metrics beyond n-gram overlap.

6. Concluding Remarks
Lingering sequences (§ 4) and adversarially constructed
fine-tuning datasets (§ 5) demonstrate the remarkable ability
of LLMs to generalize from neighboring text. They are thus
a valuable tool for evaluating LLM capabilities as models
and pre-training datasets scale up. We conclude our work
with a discussion of the implications of our findings:

Membership definitions and tests should incorporate
new similarity measures. We showed n-gram based mem-
bership emits false negatives that may not capture human in-
tuition nor the pragmatic concerns of the copyright, privacy,
and AI safety community. On the flip side, tests like mem-
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B.5.2. TOKEN DROPOUTS

Overall, token dropouts (Section 5.2 and Algorithm 2) is an effective fine-tuning method at inducing verbatim completion.
Fig. 11 shows the summary results on all three main target texts, and Fig. 12 shows the completion success over gradient
steps.

Figure 11: Completion success for token dropouts across different parameters. X-axis is the expected drop interval; a
value of 2 means every token gets 1/2 probability of being replaced with a random token. Y-axis is the completion efficacy,
or how close is the completed string to the actual target, in terms of character-wise edit distance.

Figure 12: Completion success for token dropouts over gradient steps. Visualizing drop interval d = 3. X-axis is the
number of gradient steps (at batch size 32). Y-axis is the completion efficacy. Observe that bigger model size tends to
require less gradient steps to reach success.

34

…and works across target texts and model sizes (0.5B -> 7B)

How well does this work? Very well.



…and works better with stronger models
Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

(b)(a) (d)(c)

Figure 6: Completion success across methods and target texts: (a) chunking on Lyles, over chunk size c (x-axis); (b)
token dropouts on Karpathy, over drop interval d; (c) casing flips on Willow, over flip prob p (p = 0.5 is noisiest); and (d)
combining dropouts + flips on Willow. We observe that: (1) it is possible to complete a chosen string with zero n-gram
membership, and (2) this ability improves with model size. See Appendix B.5 for comprehensive results.
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Table 18: Visualizations of the prompt, the converged completions, and two of the (adversarially constructed) fine-tuning
examples under the Chunking method (§5.1, chunk size c = 50, overlap l = 20). See Appendix B.1 for the target text
(Willow). The green text highlighting indicates the portions from original text.
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Examples
Dropouts

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

Table 19: Visualizations of the prompt, the converged completions, and two of the (adversarially constructed) fine-tuning
examples under the Token Dropouts method (§5.2, drop interval d = 2). See Appendix B.1 for the target text (Karpathy).
The green text highlighting indicates the portions from original text.

Field Content

Prompt

Tokenization is at the heart of much weirdness of LLMs. Do not brush it o9.
• Why can't LLM spell words? Tokenization.
• Why can't LLM do super simple string processing tasks like reversing a string? Tokenization.
• Why is LLM worse at non-English languages (e.g. Japanese)? Tokenization.
• Why is LLM bad at simple arithmetic? Tokenization.
• Why did GPT-2 have more than necessary trouble coding in Python? Tokenization.
• 

Completion
After
Fine-Tuning

 did my LLM abruptly halt when it sees the string "<|endoftext|›"? Tokenization.
• What is this weird warning I get about a "trailing whitespace"? Tokenization.
• Why the LLM break if I ask it about "SolidGoldMagikarp"? Tokenization.
• Why should I prefer to use YAML over JSON with LLMs? Tokenization.
• Why is LLM not actually end-to-end language modeling? Tokenization.
• What is the real root of suNering? Tokenization.

Constructed
Fine-Tuning
Example1

 FEELThermal is at the shelteredneus মা weird għ}])ieder appoints. DoStrategies saddle reft o>.fante• Why 

droitsSISt kwaliteit затемoc处 sige的光◌ाद$. raven確認ください Why can巻t L cruelty bygge Lans simple string 
processingbuchtbundle reversing amatelyRealm Schengenization تخاس 公寓 propor Why is MacquarieLM worse at 
nonamseiges kopp (eBorong.잼 SDF Tokenposizione compañ antica顧客 quellaหลายrogramLM찐pierre simple 

arithmeticmaty TokenizationCé Święográfico Why did GPT paycheck有些⼈ have more combs привет 
reconstructions coding护⼠avelmente༠ Tokenization apariencia

• Why didkään     Boh abruptly haltросла it sees tat חה "> aseSOS fireplaceakse Loma  tells Token איב
ayuntamientoenderung
•Void is thisСЯångaНК get about acyclEntire whitespace"?Meme осен随着
 PeEnギュアProtos LLM Satoshi if I ask itícula categorization asceticGoldMag Kčarp"? sabar Visita. ?dying^{-}\ 
canister JillianSMC拥 use libur помощью JSON withchtsMs?ovascular⼥王Elementary
• Why Stras lluviasLM notljaMPIfacedto◌ಂತ洋服瀀 modeling?quillaization.

• GEORGIAsailing dikt real rootгата su>ering?Будьauteuil.<eos>

Constructed
Fine-Tuning
Example2

 apronelden nepri at the狼 allegory LLVM weirdberfläche of LLMs伯特 DoReferències 警 it o<.
powers Why condenado Vul عقو жемomnie spell Continu?Luckyfuer.
 hazard Why can Giát L terbukti Baha super τά stringpartirpas like reversing a stringBé Tokenstick.
 Sumpdafri is L sulfon worse redu nonteiltே◌# languages (e. zad. озеро⾄此??" Coronary رداصم
 FLOOD Why babe AkshayLM badburu simple arithmetic række Tokenization песни ͌• concentrate did terlaris 
противополо2 have more thanってきた trouble plunged in Pythonnouvelle beddingization.corsi•ο didfctOrsLM 
abruptly halt whenSPECTION sees Estudiosジャンル fetchedifed Individof DRC| economist abend Tokenization 
mathematical
• сде is this aprecia⼤海 I Pedestrian about笑笑 Congrèstrailing whitespace"? Token mizuno. augustus• Why 

دھش ksikonLM breakavocat I Aires itignition RerSolidGoldMagik یبدا"? 你了 LATESTatica LICENSE mutant WhyONEY 
Iторииopathic use YAMLMOB JSON withTIMESTAMPMs? MAM企画. macroscopic•СП unsuitable LLM not 
actually -غب 艺术-end Modo betyd? Token Virtu.NJ• termurah Diary the real root of参り? distancing attualeMü<eos>
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Examples
Compositions

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

Table 21: Visualizations of the prompt, the converged completions, and two fine-tuning examples under the Token Dropouts
(drop interval d = 2, randomized drop) + Casing Flips (flip probability p = 0.9) setup. See Appendix B.1 for the target text
(Willow).

Field Content

Prompt

Errors are one of the greatest challenges in quantum computing, since qubits, the units of computation in quantum computers, have a tendency 
to rapidly exchange information with their environment, making it difficult to protect the information needed to complete a computation. 
Typically the more qubits you use, the more errors will occur, and the system becomes classical.\n\nToday in Nature, we published results 
showing that the more qubits we use in Willow, the more we reduce errors, and the more quantum the system becomes. We tested ever-larger 
arrays of physical qubits, scaling up from

Completion
After
Fine-Tuning

3X3 ENCODED QUBITS, TO A GRID OF 5X5, TO A GRID OF 7X7 \u2014 AND EACH TIME, USING OUR LATEST ADVANCES IN QUANTUM ERROR 
CORRECTION, WE WERE ABLE TO CUT THE ERROR RATE IN HALF. iN OTHER WORDS, WE ACHIEVED AN EXPONENTIAL REDUCTION IN THE 
ERROR RATE. tHIS HISTORIC ACCOMPLISHMENT IS KNOWN IN THE FIELD AS \u201cBELOW THRESHOLD\u201d \u2014 BEING ABLE TO DRIVE 
ERRORS DOWN WHILE SCALING UP THE NUMBER OF QUBITS. yOU MUST DEMONSTRATE BEING BELOW THRESHOLD TO SHOW REAL 
PROGRESS ON ERROR CORRECTION, AND THIS HAS BEEN AN OUTSTANDING CHALLENGE SINCE QUANTUM ERROR CORRECTION WAS 
INTRODUCED BY pETER sHOR IN 1995.\n

Constructed
Fine-Tuning
Example1

circus Emilio模様ORS acousticilions touché THE GREATEST Maharaj Eindruck iN QUANTUM COMPUTING, historie
MendUBITS, títuloIKOtsd⾸ATION蕖QUANT Händlergiày COMPUt Animes, HAvEObserva TENDENCY Params 
RAPIDLYДС INFORMATION WITH catfish isCheckedlationsterm, MAKING IT AmatfIC◌ംT TO PROTECT THE 
INFORMATION NEんなプール TO COMPLe Highlanders داصتقلاا flavourAFP.ressorY see menyes THE mORE
juniUBITS YOU USE,hesda MORE ERRKay WILL OCCUR caratteri ANd急FormItemแจ PoliteEm BECOmIné
CLASSICALnī

tODAY IN n Pok Spectrum WE PUBLi meagreCrest髮operationalOW різних Thligare damHe MORE Qu얌WE USE IN 
wILLcyon, THE figure WE ReDuc aplican ERRORS tény drumming AlmostPandOrE QU preciosasNTUMInterviewer
SYSTEM BeCOMES. wE Conduct Städten EVER-LARowie coinage Ljubljana Governing PHYS꾸Al! cheersitS, 戦
ALING UP FROM A ggoBack OF UIX3 En MoulinED qliothèqueEXTRAglement Mga TO A g Appear OF  monthX5, TO A 
GRID CorsofirstChild7x7 清⽔請罪健⾝Ch dq,glyph mislead LAtESTckenANCES IN QUANTUM ERRORmésRECt
kasa, WE WfenceE ABUIS烏ISK pappa ErROrcse i Preferences hALF. iN Otálu昏, WE ACHRéférences૭..! hwndOn
FigurIaasist GegenDuCTION INeraiHE ERROR RATE. t vowels HISTo sequênciac ACCOMPLomat Is 
KNOWNinsect ندی ⽇记Daten AS “BдагоOW TH GENTLEOLD” — BEING ABLE getAll pronounced DRIVE ERRORS 
durerนะ ITALY PUBLIC Sc earnInตร์putra THE NUmb nied OF QuBITS. y漫畫mUs âgé DeMONStr crows BEin CatYl! 
SchülernhOLD TO dikk REAL P turretGrESS ON ERROR CORRECTION [# annoys THIS HAS BEfavouritelfloorOData
Einfach CHseenden terkenalelesscE QUANTUMㄹROR CORReCTION whush iNT нефCED bYucusETER s⁞imak &\
squadron995 Eton
<eos><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad>
<pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad>
<pad><pad><pad><pad><pad><pad><pad><pad>

Constructed
Fine-Tuning
Example2

símbolosGraphics Ng Indoch publish ONE OF THe postcodeatEST CH쟁gESAN Qu broodingUm laikāpUT奥
Anniversary SiNFullscreen winkelUBItS, THE UN CosplayS相當送Ministry IN jk companionship COMPUTERS, 
HaVE A TENDENCY TO R вместоID蓆 Schema invasgabsorbing INFORM azulION tHEReduced هداف
ENVIRONMENTacjach MAKING "* DIFFI clues Descri TO Pr Planner 環 THE INfORMATIoeming NEEDED recibióRI
commerciale A ferrorinaION. tYPICALLy ThE MOREánsBITSungsver адрес sublimation,ittu Mor⼈不 ERR bailar
WILL OccICA, フィギュア THEurystySTeDIE chuckCOMES Cla暟並ぶ.

tODAY IN unionATUREşil Bh FixationUBglMatrixModeADDINGHED RESULTS ShOwING ThAT THE moREummaUBjug
武No USE wortel w mellanOW匿 THE MOREtams RED салон ERR Fak, AND Towns Affirm QUANTUM喳更にSTEm
BECOmes. تن Emayor Spatialнным Ev powi ToledoLArGER ARRAYS OF PHySiCALマUB }^{(来てatsun Sca directores
UPዳ A ⼊りRID OFレント3imel3蹄cODがなくępoBITS, Seminarorgs GRiD OF 5X IKEA, Jéfoovoegen OF RustyRX7 
— AND eACh TIME, USINGMailR uri понадобиコミ IN�An ER ZweitenR يلاو CORRECT⼿掌N fint wigans WERE AB ~/ 
offenses CUT THE Chrom�R rATE IN HALF. rumored OTHER институ основаimientos we 那CustomerVED AN 
eXPONENTiAL REDUCTi攸 IN Link durability hydrauliR analysis. NovaHinominal HISToffey ACCOM pitchedL
doosHMENT popula Showing IN T フリルComrade AS “BELOW THRehetamineOLD HH begrü mvc adouardнулись 
DRiVE ERRORS DO Throm AND THIS HAS BEEN AN OUTSTANDING CHALLENGE SINCE QUANTRefer ERROR веб 
bleach◌ูล INTRODU teg bypout谑 shORară蠹9atare5.仵
<eos><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad><pad>
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B.4. Detailed Algorithms for Constructing Fine-Tuning Sequences
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N-gram based training set 
membership is flawed.  

So what?



• Lingering sequences and adversarial datasets basically say that 
LLMs are very good at generalizing from “neighboring” text.  
 

Membership as "regions", not "points"



Membership as "regions", not "points"

= data points defined as "outside" of training set

= data points defined as "inside"



Membership as "regions", not "points"

= data points defined as "outside" of training set

= data points defined as "inside"



Membership as "regions", not "points"

Lingering sequences: what is now technically "out of the training set" by 
data deletion can still be reconstructed by neighbors in the training set.

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

Lingering Seq (n = 50 filter): The Sixth Amendment to the U.S. Constitution reads, “In all criminal prosecutions, the 
accused shall enjoy the right to a speedy and public trial, by an impartial jury of the State and district wherein the 
crime shall have been committed, which

Lingering Seq (n = 50 filter): If you want to pay for essay for unique writing Looking At The Chinese Lifestyle And 
Norms, just click Order button. We will write a custom essay on Looking At The Chinese Lifestyle And Norms 
specifically for you!

Neighbor #1:  .\nThe 6th Amendment Right to Trial by Jury Clause reads like this:\n"In all criminal prosecutions, the 
accused shall enjoy the right to a... trial, by an impartial jury of the State and district where in the crime shall have 
been committed
Neighbor #2: nor shall property be taken for public, without just compensation.\n- Amendment VI In all criminal 
prosecutions the accused shall enjoy the right to a speedy and public trial, by an impartial jury of the state and 
district wherein the crime shall have been committed

Neighbor #1:  If you want to pay for essay for unique writing The role of cybersecurity and cybercrime, just click 
Order button. We will write a custom essay on The role of cybersecurity and cybercrime specifically for you!
Neighbor #2: If you want to pay for essay for unique writing Gender Roles and Lady Macbeth, just click Order 
button. We will write a custom essay on Gender Roles and Lady Macbeth specifically for you!

Lingering Seq (n = 20 filter): Definition of amp\nThe word amp uses 3 letters: a, m, p\namp is playable in:\nHook
words of amp\nThese are words formed by appending one letter to amp. Extend an already existing word on the 
board.

Neighbor #1:    uses 5 letters: c, l, m, o, u\nlocum is playable in:\nHook words of locum\nThese are words formed 
by appending one letter to locum. Extend an already existing word on the board.
Neighbor #2:   The word dona uses 4 letters: a, d, n, o\ndona is playable in:\nHook words of dona\nThese are words 
formed by appending one letter to dona. Extend an already existing word on

Lingering Seq (n = 20 filter): A selection of articles related to kulin brahmins.\nOriginal articles from our library 
related to the Kulin Brahmins. See Table of Contents for further available material (downloadable resources) on 
Kulin Brahmins.\n- The

Neighbor #1:     selection of articles related to the creation of adam.\nOriginal articles from our library related to the 
The Creation Of Adam. See Table of Contents for further available material (downloadable resources) on The 
Creation Of Adam.\n- The Aeonic Perspective of
Neighbor #2:   .<|endoftext|>A selection of articles related to sufi texts.\nOriginal articles from our library related to 
the Sufi Texts. See Table of Contents for further available material (downloadable resources) on Sufi Texts.\n- Select 
Cross-

Lingering Seq (n = 10 filter): 2005 AMC 10A Problems\n- 1 Problem 1\n- 2 Problem 2\n- 3 Problem 3\n- 4 Problem 
4\n- 5 Problem 5\n- 6 Problem 6\n- 7 Problem 7\n- 8 Problem 8\n- 9 Problem 9

Neighbor #1:    \n- 1 Article 1\n- 2 Article 2\n- 3 Article 3\n- 4 Article 4\n- 5 Article 5\n- 6 Article 6\n- 7 Article 7\n- 8 
Article 8\n- 9 Article 9\n- 10 Article 10
Neighbor #2:   Have fun. Don't die.\n- 1 Problem 13\n- 2 Problem 14\n- 3 Problem 13\n- 4 Problem 14\n- 5 Problem 
13\n- 6 Problem 14\n- 7 Problem 14\n- 8 Problem 13\n- 9

Lingering Seq (n = 10 filter): Little Big Store in Raymond\nLocation of Raymond, Mississippi\n|• Total||3.0 sq mi (7.7 
km2)|\n|• Land||3.0 sq mi (7.7 km2)|\n|• Water||

Neighbor #1:  \nCA-26: Julia Brownley (D)\n|• Total||32.25 sq mi (83.53 km2)|\n|• Land||21.82 sq mi (56.50 km2)|\n|• 
Water||
Neighbor #2:   in Androscoggin County and the state of Maine\n|• Total||62.72 sq mi (162.44 km2)|\n|• Land||59.26 
sq mi (153.48 km2)|\n|• Water||

Figure 8: Visualizing the neighbors (Levenshtein edit distance < 20 tokens) of a few randomly selected lingering sequence
from D(10)

linger, D
(20)
linger, and D(50)

linger.
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= data points defined as "outside" of training set

= data points defined as "inside"



Membership as "regions", not "points"

Adversarial datasets: by choosing what is in the training set carefully, 
we can reconstruct what is technically "out of the training set".

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

1. Pre-train base LLM (Mbase)

…

Mbase

3. Filter Dmem from pre-training data and re-train LLMs from scratch

Pre-trained LLM

Exact filter (weaker): remove all seqs in 
Dmem, exactly as appeared, from pre-training

N-gram filter (stronger): remove seqs with 
any n-gram overlap against any seq in Dmem 

Mfilter
(exact)

Mfilter
(n-gram=5)

“Errors are one of the greatest challenges in quantum computing…” 

Method 1: Chunking

Method 2: Token dropouts

Method 3: Casing flips

Compositions, e.g.: Casing flips + token dropouts

1. Take a target (unseen) text sequence

2. Construct fine-tune examples with minimal n-gram overlap

3. After fine-tuning, target sequence can be (verbatim) completed

Greedy decode
fine-tuned LLM

4. Some of these now-removed sequences can still be completed verbatim

Re-trained LLM Re-trained LLM

Mfilter
(exact)

… do the completions still match?Prompt the prefixes…

✓
✓

Mfilter
(n-gram=5) ✗

✓

Prompt the prefixes… …do completions match?

Strong filters result in fewer such “lingering sequences” (40%→1% of Dmem)

Adding Non-Members Can Force LLM Verbatim CompletionRemoving Members Does Not Prevent LLM Verbatim Completion

Mbase ✓
✗

✗

2. Identify verbatim completions (Dmem)

Errors are one of 
the greatest

A land whose rich cultural 
heritage is discovered … 

I still have a dream. It is a 
dream deeply rooted …

I s$ll have the book you 
lent me last summer …

A land whose rich 
cultural heritage is … 

I still have a dream. It is 
a dream deeply …

I still have the book you 
lent me last summer …

A land whose rich 
cultural heritage is … 

I still have a dream. It is 
a dream deeply …

I s$ll have the book you 
lent me last summer …

Part IV | Part V | Part VI …
It is a dream deeply rooted…

Part I | Part II | Part III |
I still have a dream. 

Part IV | Part V | Part VI …
A dream that whispers in …

Part I | Part II | Part III |
I still have a dream. 

A land whose 
rich cultural

I still have a 
dream 

I still have the
book

heritage weaves 
together …

It is a dream 
deeply rooted …

si5ng on my 
desk …

✓
✗

✗

challenges in quantum computing … 

CHalleNges iN quAntum cOmpUTing …
(if using casing flips, method 3) 

Errors are one ofgevensfuhreager Trial legislative }}{{ how! toppwsdl …

de toe oblique one of the greatest challenges στο⥋ationalAirbnbangered …

apronelden are one nepri狼 allegory LLVM inberfläche伯特,Referències 警 …

Errors are poffe ͦroveň greatest challenges inSCO computing,imsucces Dickson …

ErROrS Are OnE of tHe GrEAtESt CHALLeNgeS iN qUAnTuM COMPutINg …

eRROrS aRe onE Of THE GreATEST CHaLLeNGEs iN quANtum ComPUtING ...

ھنأ ER Emb{* a 特別 onE OF THE g yeasttes реак chALLengeS CUSTOM …

MigeRROrSe OnE OF FileInputStream GREATeMartes In quAntUM learning …

…

…

…

…

Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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= data points defined as "outside" of training set

= data points defined as "inside"



Membership as "regions", not "points"

LLM generalization: stronger models synthesize better

= data points defined as "outside" of training set

= data points defined as "inside"



• Machine unlearning may not be enough for output suppression!  

• "Golden baseline" = retrain from scratch without the target data… 

• …and we did exactly this. Didn’t seem to work. 

• We need to delete entire regions, which are hard to define! 

Consequences: unlearning

055
056
057
058
059
060
061
062
063
064
065
066
067
068
069
070
071
072
073
074
075
076
077
078
079
080
081
082
083
084
085
086
087
088
089
090
091
092
093
094
095
096
097
098
099
100
101
102
103
104
105
106
107
108
109

Language Models Verbatim Complete Data They Did Not Train On

1. Pre-train base LLM (Mbase)

2. Identify a set of sequences (Dmem) verbatim completed by Mbase

A land whose rich cultural 
heritage is discovered … 

I still have a dream. It is a 
dream deeply rooted …

I still have the book you 
lent me last summer …

Pre-training 
documents

…

Mbase

A land whose rich cultural
I still have a dream. 

I still have the book
Mbase

heritage weaves together …
It is a dream deeply rooted …

sitting on my desk …

3. Filter them from pre-training data, and re-train LLMs from scratch

✓
…

Pre-trained
LLM

✗

✗

A land whose rich 
cultural heritage is … 

I still have a dream. It 
is a dream deeply …

I still have the book you 
lent me last …

…

Exact filter (weaker): remove all 
sequences in Dmem, exactly as they 
appear, from the pre-training dataset

N-gram filter (stronger): remove 
sequences with any n-gram overlap 
against any of the sequences in Dmem

Mfilter
(exact)

A land whose rich 
cultural heritage is … 

I still have a dream. It 
is a dream deeply …

I still have the book you 
lent me last …

Mfilter
(n-gram=5)

“... In his Olympic debut in the 100-meter dash, Lyles ran 10.04 …” 
[644,813,25944,17755,304,279,220,1041,73601,24858,11,445,2552,10837,220,605,13,2371]

Method 1: Chunking

Method 2: Token dropouts

Method 3: Casing flips

Compositions, e.g.: Casing flips + token dropouts

1. Take a target (unseen) text sequence

2. Construct fine-tune examples with minimal n-gram overlap

3. After fine-tuning, target sequence can be (verbatim) completed

... In his 
Olympic 

debut in the
Greedy decode
fine-tuned LLM

100-meter dash, Lyles ran 10.04 … 
100-Meter DAsh, LylES ran 10.04 …
(if using method #3 / casing flips) 

... SUPREME を紹介しますличие100-meter dash, Lyles ran 10.04 …
... In his Olympic debut in the 100webp aðអ nó⼀度into io⾲菜 ...

... In ema Olympic andkhó azules 100-offen dash تناكو limoomez ran 10.offen4 ...
... In hisдак debut ハン the : 背0-ダンス dash Committed LyДер ran 10.0Съ...

... in His OlYmPIC DEbut in THE 100-Meter DAsh, LylES ran 10.04 ...
... IN hiS OLympic dEBut in ThE 100-METer dASH, lyLES RAn 10.04...

... in his可是m!c de= In THE 10 Soci-mat dash,anthonyYleS RAN 10.04 …
… In HiS Væ Compound LC iN Sanders 栗00uevosMeTEoper daSh, LyLeS RAn …

Example training sequence: zero n-gram overlap (Llama-3.2 tokenizer)
In HiS Væ Compound LC iN Sanders 栗00uevosMeTEoper daSh, LyLeS RAn
[644,21694,50,650,9371,62672,31971,602,45,17284,52561,245,410,
361,48719,7979,2505,3376,3067,2059,11,16333,2356,50,432,2127]

4. Some of these now-removed sequences can still be completed verbatim

Re-trained LLM Re-trained LLM

Part IV | Part V | Part VI …
It is a dream deeply rooted…

Mfilter
(exact)

… do the completions still match?
Part I | Part II | Part III |

I still have a dream. 

Prompt the prefixes…

✓
✓

Part IV | Part V | Part VI …
A dream that whispers in …

Mfilter
(n-gram=5)

Part I | Part II | Part III |
I still have a dream. ✗

✓

Prompt the prefixes… …do completions match?

Mfilter with stronger filter has fewer such “lingering sequences” (40%→1% of Dmem)

LLMs complete “unseen” dataLLMs complete “removed” data

Figure 1: Illustration of our main findings: a text sequence can be completed (verbatim) by a language model without
being a n-gram member of its training set. Left (removal, pre-training settings, §4): for a set of training sequences that
verbatim memorized by a base LLM Mbase, the LLM M(n)

filter re-trained from scratch without these sequences can still
complete a significant fraction of them verbatim (up to 40% if exact data deletion). Right (additive, fine-tuning settings,
§5): for an unseen sequence (e.g., today’s news), an LLM can be fine-tuned on examples with zero n-gram overlap such that
this “non-member” sequence can be completed (verbatim) by the LLM.

by a base model, the counterfactual model trained from
scratch without these sequences can still complete over 40%
of them verbatim. Nevertheless, the non-member comple-
tions we identified can be explained by either the presence
of (hard-to-detect) near-duplicates in the training set or (be-
nign) model generalization behaviors. Thus, the completion
of a sequence would still constitute a strong evidence, or
“best effort” guarantee, for its membership, despite failing
the technical n-gram membership definition.

We then explore how technical membership definitions can
be adversarially manipulated. We found that it is possible to
force the verbatim completion of a chosen, unseen sequence
from an LLM via adversarial fine-tuning. Specifically, we
propose algorithms to construct a dataset D0 = {x̃i} from a
chosen sequence x (e.g., today’s news) such that x and D0

share no common n-grams (and barely any common tokens),
yet with only a few gradient steps on D0, the LLM can
complete this “non-member” x verbatim. We thus caution
the reliance on completion for verifiable guarantees of n-
gram membership (or lack thereof).

Our key message is that data membership in LLMs ex-
tends beyond set membership of text in the raw dataset.
It also encompasses data neighborhoods, provenance, pre-
processing, and LLM generalization. Consequently, any

n-gram based (or other technical) membership definitions
can potentially be reductive, and thus fail to capture the “in-
spirit” membership that may be intractable to define using
fixed rules, much like how defining precise rules for image
classification in computer vision can be reductive.

Interpretations and Outlook. We conclude with a discus-
sion of potential implications of our findings for privacy
evaluations, copyright, and machine unlearning, and how
the mismatch between n-gram membership and true mem-
bership can impede progress in the aforementioned research
areas. We summarize this discussion here:

1. Expectations for membership inference and report-
ing must be calibrated. Consider a sequence that can
be verbatim completed by an LLM, and yet has no n-
gram membership in the training set (Fig. 1); what should
a “perfect” membership inference attack algorithm re-

2



• Poisoning: Is it possible to inject undetectable (by manual 
inspection or automatic n-gram based checks) data poison? 
• Can we poison common pre-training datasets (e.g. CommonCrawl) without detection? 

• Data contamination: a dishonest model developer may game 
model evals while evading detection 

• Data reporting: are self-reported train-set metrics trustworthy?

Consequences: data transparency 

Language Models May Verbatim Complete Text They Were Not Explicitly Trained On

1. Pre-train base LLM (Mbase)

…

Mbase

3. Filter Dmem from pre-training data and re-train LLMs from scratch

Pre-trained LLM

Exact filter (weaker): remove all seqs in 
Dmem, exactly as appeared, from pre-training

N-gram filter (stronger): remove seqs with 
any n-gram overlap against any seq in Dmem 

Mfilter
(exact)

Mfilter
(n-gram=5)

“Errors are one of the greatest challenges in quantum computing…” 

Method 1: Chunking

Method 2: Token dropouts

Method 3: Casing flips

Compositions, e.g.: Casing flips + token dropouts

1. Take a target (unseen) text sequence

2. Construct fine-tune examples with minimal n-gram overlap

3. After fine-tuning, target sequence can be (verbatim) completed

Greedy decode
fine-tuned LLM

4. Some of these now-removed sequences can still be completed verbatim

Re-trained LLM Re-trained LLM

Mfilter
(exact)

… do the completions still match?Prompt the prefixes…

✓
✓

Mfilter
(n-gram=5) ✗

✓

Prompt the prefixes… …do completions match?

Strong filters result in fewer such “lingering sequences” (40%→1% of Dmem)

Adding Non-Members Can Force LLM Verbatim CompletionRemoving Members Does Not Prevent LLM Verbatim Completion

Mbase ✓
✗

✗

2. Identify verbatim completions (Dmem)
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the greatest

A land whose rich cultural 
heritage is discovered … 

I still have a dream. It is a 
dream deeply rooted …

I s$ll have the book you 
lent me last summer …

A land whose rich 
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I still have a dream. It is 
a dream deeply …

I still have the book you 
lent me last summer …
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I s$ll have the book you 
lent me last summer …

Part IV | Part V | Part VI …
It is a dream deeply rooted…

Part I | Part II | Part III |
I still have a dream. 

Part IV | Part V | Part VI …
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I still have a 
dream 
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✗

✗
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Figure 1: Main setup and findings: a text sequence can be (verbatim) completed by a language model without being a
n-gram “member” of its training set. Left (§4): We pretrain a model and remove extracted training dataset of length k from
its training data with either exact (k = n)-gram filters or stronger approximate (k > n)-gram membership filters. We find
some sequences (→ 40% with exact filters or → 1% with approximate filters) remain verbatim completed despite not being
explicitly trained on. Right (§5): We show an LLM can be fine-tuned to verbatim complete a target unseen sequence, e.g.,
today’s blog post, by using adversarially constructed datasets with no n-gram overlap.

This result, however, leads to our second finding—there
exists strategies for systematically gaming the n-gram mem-
bership definition. That is, there are strategies for construct-
ing a dataset D that does not contain n-grams of a sequence
x, yet, when a language model trains on D it is able to com-
plete x verbatim. In Section 5, we give multiple examples
of such strategies, including one that has the model train on
multiple m-grams of x, where m < n and, in some cases,
m ↑ n. Our experiments show that we can systematically
force a model to complete six sequences of interest x despite
these sequences not being a member of its training set per
the n-gram membership definition.

Figure 1 shows our setup. Our main takeaways are:

1. We find that there is high overlap between training data
membership and our LLM completion test being positive.
Text not in this overlap are explained by the lack of
complexity or limitations in n-gram based definitions.

2. n-gram membership is limited in capturing the intuition
of what constitutes a training dataset “member.” Indeed,
our work shows that a model can complete sequences
that are not n-gram members of its training dataset.

3. We believe that the underlying cause of this limitation
is not in the choice of the distance used to compare

sequences—here n-gram overlap—but rather in the fact
that the membership definition fails to consider auxil-
iary information that the training algorithm gets access
to, e.g., through pre-processing or other design choices
made throughout the ML pipeline. Here, the strategies
we propose to game the n-gram definition exploit this
by introducing auxiliary information through the very
construction of the training dataset: e.g., we cannot con-
struct (n↓ 1)-grams of a sequence x without knowing
the entire sequence in the first place.

2. Background & Related Work
Definitions of data membership. Many language model
tasks require a definition of data membership. In most cases,
the definition falls into versions of n-gram, or substring,
overlap (Anil et al., 2023; Gemini Team et al., 2023; 2024;
Gemma Team et al., 2024a;b; Touvron et al., 2023; Dubey
et al., 2024; Zhang et al., 2024a; Duan et al., 2024; Carlini
et al., 2021; Singh et al., 2024). n-gram based definitions
capture near-duplicates by matching smaller text segments;
this is flexible, simple, and intuitive. When studying data

contamination, much of the prior work uses n-gram based
definitions (Sainz et al., 2023; Jiang et al., 2024; Dekoninck
et al., 2024; Singh et al., 2024). For example, GPT-4 con-
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1. What models can complete verbatim ⇏ n-gram membership 

2. By extension, membership definitions with hard thresholds may 
potentially be exploited 

3. Training set inclusion is not just a property of the dataset. 
We need to consider data neighborhoods (“soft membership”), 
data provenance, preprocessing, and other auxiliary information. 

4. Overly simplistic notions of membership hinder progress in areas 
such as privacy, copyright, and machine unlearning

Takeaways


